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AnALySIS Of ATTAcKS In Ieee 802.11 neTwORKS AT dIffeRenT LeVeLS 
Of OSI MOdeL

purpose. Analysis of the main types of vulnerabilities and definition of weaknesses in 802.11 wireless network security, identi
fication of the causes of information loss or network failure as a result of attacks.

Methodology. Research on attacks at different levels of the OSI network model.
findings. The main threats and attacks that are implemented at each level of the OSI network model, from the physical to the 

application level, are identified. 15 different attacks with a detailed description of the consequences of their implementation are 
considered. The correspondence between the levels of the OSI network model and peculiarities of the implementation of attacks 
is established.

Originality. The principle of increasing the abstraction level was used to systematize attacks on WLAN. First, the known at
tacks are compared according to the levels of the OSI network model and the destructive consequences of their implementation 
are indicated; secondly, four types of attacks (reconnaissance, availability, spoofing, maninthemiddle) are identified, and third
ly, attacks are divided into categories of passive and active ones. This approach makes it possible to get a more conceptual under
standing of security issues in wireless networks.

practical value. The results obtained can be used to develop effective multilevel systems for detecting and preventing intrusions 
into WLAN.
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Introduction. The widespread use of mobile devices has led 
to an increase in Internet connections and the deployment of 
new computer networks and modernization of existing ones 
with a focus on wireless local area networks (WLAN). However, 
WLANs, unlike wired networks, are more vulnerable and have 
a number of threats that are inherent in this method of data 
transmission. Many wireless devices are used for illegal cyber
crime, including malicious attacks, computer hacking, data 
forgery, theft of financial information, and others. Accordingly, 
as attackers develop and implement new attacks, there is a need 
to study them to further improve methods of protection against 
unauthorized actions in wireless networks. Therefore, the anal
ysis of attacks on wireless networks, which includes classifica
tion and experimental research, is a topical problem.

Literature review. Quite a lot of publications are devoted to 
the study on individual threats and attacks on the WLAN, but 
there are not many works in which attempts are made to sys
tematize existing attacks on the WLAN. In [1] the authors pre
sented an overview of Denial of Service (DoS) attacks related 
to the IEEE 802.11i security standard. In [2], the authors ana
lyze possible attacks aimed at the MAC layer. In [3, 4], the 
authors considered active and passive attacks on wireless net
works. Work [5] discusses various security issues and vulnera
bilities related with the IEEE 802.11 wireless LAN encryption 
standard, as well as common threats and attacks related to 
home and corporate wireless LAN systems. A detailed review 
of attacks and analysis of existing protocols and security algo
rithms for wireless networking standards such as Bluetooth, 
WiFi, WiMAX and LongTerm Evolution (LTE) systems are 
provided by Yulong Zou, et al. in [6].

The purpose of our study is to review the main types of 
vulnerabilities and definition of weaknesses in the 802.11 wire
less networks security, to analyse attacks at different levels of 
the OSI network model and systematize them, and indicate 
the destructive consequences of their implementation.

Analysis of network attacks. Unlike wired networks in 
which communication nodes are physically connected via ca
bles, wireless networks use radio broadcasting and because of 
this are extremely vulnerable. Nevertheless, they have some 
similarities − they both use a multilevel architecture of inter
action protocol of open systems OSI [7]. As a result, wired and 
wireless networks have some common security vulnerabilities 
due to their identical levels application, presentation, session, 
transport, and network. However, because the physical (PHY) 
level and data link (MAC) level of these networks are different, 
the vulnerabilities and attacks implemented at these levels will 
also differ, Fig. 1.

Different network protocols have different security vulner
abilities that correspond to the levels of the OSI model on 
which they operate [8].

To systematize possible attacks on wireless networks in our 
opinion, it is advisable to consider the attacks that are most 
often used at certain levels of the OSI model and classify them 
by type. This approach will allow obtaining results with which 
it is possible to improve the efficiency of Intrusion Detection 
Systems (IDS) and attack detection methods.

In wireless networks, a physical layer attack mainly in
volves a jamming attack [9]. At the MAC level and above, 
more sophisticated protocolstargeted attacks are possible. We 
have identified the 15 most important attacks in wireless net
works, divided them into 2 categories − passive attacks and ac
tive attacks, and grouped them into 4 types, as shown in Fig. 2.
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passive attacks. Passive network attacks do not initialize 
data exchange with the nodes of the attacked network, do not 
interact with network data and do not change them [10]. Typi
cally, attackers use passive attack methods to gather informa
tion and reconnaissance operations before carrying out the 
next attack – an active one.

Reconnaissance attacks. As soon as an attacker gains ac
cess to the transmission medium, a reconnaissance campaign 
begins. At this stage, the attacker usually spends time studying, 
i. e. identifying interesting computers – targets, collecting im
portant IP addresses, MAC addresses and gaining insight into 
network resources and vulnerabilities. Reconnaissance actions 
allow the attacker to use the obtained information in the fu
ture.

eavesdropping Attack. The physical layer is the lowest layer 
in the OSI architecture, which is used to determine the physi
cal characteristics of signal transmission [6]. However, the 
broadcast nature of wireless communication makes the physi
cal layer extremely vulnerable to eavesdropping attacks. Dur
ing an eavesdropping attack, an attacker aims to intercept data 
transmission between legitimate users. In a WLAN, a com
munication session can be overheard when an attacker is with
in range of the network.

Cryptographic methods based on secret keys are common
ly used to support confidential transmission. In particular, the 
source node and the destination node share a secret key, and 
the socalled plain text is first encrypted in the source node, 
which is then transmitted to the destination node. In this case, 
even if an attacker eavesdrops on the transmission of encrypt
ed text, it remains difficult to extract plain text from the en
crypted text without a secret key.

password Attacks. These attacks are attempts to obtain a 
secret key to later connect to a wireless network, using its re

sources and carry out other attacks on internal network nodes. 
To obtain a secret key, an attacker must monitor certain data 
packets, and then continue the process of hacking keys offline.

Using a weak and unreliable password on WiFi networks 
can be a serious problem, attracting the attention of attackers. 
In [11] the authors, on the example of hacking WPA2PSK, 
show how weak passwords are subject to dictionary attacks and 
rude attacks.

port Scanning. The port scan attack takes place within the 
network. As a result of the scan, the attacker finds all open 
ports, which can then be used to attack the target device.

Open ports can be used to deliver dangerous data and mal
ware. We scanned the access point (AP) ports using the NMAP 
tool in Kali Linux, which is widely used to scan networks for 
vulnerabilities.

Command to launch this attack

nmap[Scan Type(s)][Options]{target specification}.

Fig. 3 shows the result of scanning the AP utility NMAP, 
performed by the attacking computer present in the same net
work.

Active attacks. If the attacker has received enough infor
mation after a passive attack, they can launch an active attack 
[10]. There are quite a number of active attacks that are carried 
out in wireless networks [12]. They are carried out in order to 
implement:

 simulation of the connection (Spoofing);
 unauthorized access (access to files; deleting, modifying 

and adding data);
 Denial of Service DoS;
 introduction of malicious software.
Active attacks on wireless networks can be divided into 

three main categories:
 availability attacks;
 spoofing attacks;
 MITM (ManInTheMiddle) attacks.
Availability attacks. Availability attacks are aimed at block

ing the access of authorized users to wireless network resourc
es. The attacker overloads the device with traffic and data until 
the device stops its normal operation. An attacker in a WLAN 
can easily carry out availability attacks, commonly referred to 
as Denial of Service (DoS) attacks [2, 13] or flooding [14]. 
These attacks target either specific network clients or AP. To 
carry out this attack, the attacker selects the victim’s device 
and fills it with a huge number of packets via any of the net
work protocols. As a result, it becomes impossible to transfer 
data.

Fig. 1. OSI network model levels in terms of attacks in wireless 
and wired networks

Fig. 2. Types of WLAN attacks

Table 1
Reconnaissance attacks

Type Attacks OSI level Result

Reconnaissance 
attacks (Passive)

Eavesdropping Physical Interception of network traffic for further analysis

Password Attacks Data Link Connecting to a wireless network, using its resources and carrying out other attacks on 
internal network nodes

Port Scanning Transport Finding all open ports that can then be used to attack the target device

Fig. 3. The result of scanning ports with the NMAP utility
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deauthentication attack. The deauthentication attack can 
be carried out by devices that are not connected to the net
work, but are within range of this wireless network. During an 
attack, an attacker sends a lot of deauthentication frames in a 
very short period of time.

In [15], the authors researched and implemented a sce
nario of a deauthentication attack, during which a legitimate 
client was disconnected from the AP, which made any data 
transfer impossible.

disassociation attack. The disassociation attack is very 
similar to the deauthentication attack in terms of methodolo
gy, simplicity of execution, and effect [16]. In this case, the 
attacker sends a disassociation message. Theoretically, such an 
attack is less effective because the client needs fewer proce
dures to return to the connection state. In this way, the dura
tion of the connection loss is shorter.

Authentication Request flooding Attack. During this at
tack, the attacker tries to deplete the AP’s resources, causing 
the client association table to overflow. As a result of the over
flow, it will not be possible to use the wireless LAN through 
the attacked AP. This attack is based on the fact that the maxi
mum number of clients contained in the association table is 
limited and depends either on the hard value set in the access 
point settings or on the limitations of the physical memory. An 
entry of the access point in the client association table appears 
after receiving an authentication request message, even if the 
client does not complete its authentication (i.e. still in a state 
of unrecognized or unassociated).

Typically, an attacker must emulate a large number of fake 
clients and simply send an authentication frame on behalf of ev
eryone. Once the AP client association table is full of fake re
cords, the AP will no longer be able to associate stations (STA). 
This attack was described in more detail and studied in [1].

cTS/RTS flood attack. A pair of Request to Send (RTS) 
and Clear to Send (CTS) messages is an optional RF access 
control mechanism. In a CTS flood attack, an attacker may 
constantly transmit CTS frames to himself or another STA, 
thereby forcing other STAs on the network to permanently de
lay their transmission.

RTSflood attack also uses the RTS/CTS, but it works the 
opposite way compared to the CTSflood. An attacker trans
mits a large number of counterfeit RTS frames with possibly a 
longer transmission duration window, hoping to monopolize 
the wireless environment in such a way that it will eventually 
force other STAs to refuse transmission.

In [17] a detailed analysis of CTS and RTS attacks is present
ed, their impact on network performance and countermeasures.

beacon flood attack. This is a form of DoS attack that an 
attacker can use in two different ways − to annoy network users 
or complete refusal to connect new customers.

In the first case, the attacker will transmit a constant 
stream of the fake Beacon frames that provide nonexistent 
ESSIDs. This will overflow the list of available networks, 
which will make it difficult for end users to find the desired 
network. In the second case, the attacker will transmit a stream 
of the fake Beacon frames with a specific ESSID that corre
sponds to different (nonexistent) BSSIDs. As a result, cus
tomers will constantly check whether each of the synonyms 
ESSID corresponds to the existing network.

probe Request/probe Response attacks. These attacks are 
intended to restrict access point resources and ultimately to 
block its operation. According to the 802.11 standard, the ac
cess point is obliged to respond to each request (Probe Re
quest) with a special message − response (Probe Response) 
[18]. Such messages contain information about the network 
and access point capabilities. An attacker could send a steady 
stream of fake Probe Request packets. If this is done on a large 
scale and over a long period of time, the AP will not be able to 
afford to serve its true customers.

The Probe Response attack also uses the mechanism of 
Proberequests and Proberesponses, and works the other way 
around, targeting the client rather than the access point. In this 
case, the attacker monitors the messages of Proberequests 
coming from real customers and, acting as an access point, 
transmits to STA a stream of false and incorrect Probere
sponses. These messages contain dummy network informa
tion, thus misleading the STA, which cannot receive a response 
from the genuine AP and then connect to any other AP.

Syn/AcK flood attack. According to the process of “triple 
handshake” of the TCP protocol in Fig. 4, the client sends a 
packet with the SYN flag (Synchronize). In response, the serv
er must respond with a combination of flags SYN + ACK (Ac
knowledges). The client must then respond with a packet with 
an ACK flag, after which the connection is considered to be 
established.

Table 2
Availability attacks

Type Attacks OSI level Result

Availability attacks
(Active)

Deauthentication attack Data Link Disconnection of legitimate clients from the AP which makes any 
data transfer impossibleDisassociation attack

Authentication Request Flooding 
Attack

Exhaustion of AP resources, causing overflow of the customer 
association table. Unable to use local wireless network through the 
attacked AP

CTS/RTS flood Blocking data transfer

Beacon flood Creating nonexistent ESSID. Overflow of the list of available 
networks, which will make it difficult for end users to find the 
desired network

Probe Request)/Probe Response Blocking data transfer between client and AP

SYN/ACK flood Transport Violation of connection of legitimate clients to the server

Block ACK flood Blocking data transfer (attack is effective against 802.11n networks)

Fig. 4. Procedure for establishing a TCP connection
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The principle of the attack is that the attacker, sending 
SYN requests, overflows on the server queue for connection. It 
ignores SYN + ACK server packets without sending response 
packets, or forges the packet header so that the SYN+ACK 
response packet is sent to a nonexistent address. In the queue 
of connections there are socalled Half open connections, 
which are waiting for confirmation from the client. After a cer
tain waiting time, these connections are discarded. The at
tacker’s task is to keep the queue full to prevent new connec
tions. Because of this, legitimate customers will not be able to 
establish a connection, or establish it with significant delays.

The article [19] shows in detail the types of SYNflood at
tacks and presents effective algorithms for detecting anomalies 
of these attacks.

block AcK flood. By performing this attack, an attacker 
can force the AP to voluntarily reject all packets received from 
the legitimate client, as a result of which the client will not be 
able to transmit data over the wireless network. The attack is 
effective against 802.11n networks and uses the mechanism of 
Add Block Acknowledgment − ADDBA, presented in this 
version of the standard. This mechanism allows the client to 
simultaneously transmit one large block of frames instead of 
several smaller segments. The ADDBA message must be sent 
on behalf of the client to notify the AP of its intention to fulfill 
such a request. This message contains information such as 
block size and corresponding sequence numbers. After receiv
ing such a message, the access point will accept only those 
frames that fall into the specified sequence, and discard others.

To carry out this attack, the attacker simply needs to falsify 
the ADDBA frame, which has the client’s MAC address and 
large sequence numbers. All traffic transmitted by the client 
will be ignored until the sequence numbers specified in the in
admissible ADDBA frame are reached. This attack is difficult 
to detect because it is effective even when introducing ex
tremely low amounts of traffic into the network. Also, the at
tacker should not be present throughout the attack [20].

Spoofing attacks. Attempting to change your assigned 
MAC address with malicious intent is called a forgery MAC 
address, which is the main technique of MACattacks.

Each network node is equipped with a network interface 
controller (NIC) and has a unique MAC address that is used 
for user authentication [6]. By performing an eavesdropping 
attack, an attacker can steal the MAC address of a legitimate 
node. Though the MAC address is hardcoded in the network 
node’s network card, it can be forged. Thus, the substitution of 
the MAC address allows a malicious node to hide its true iden
tity or impersonate another network node in order to commit 
illegal acts.

ARp poisoning. Address Resolution Protocol (ARP) is a 
standard protocol that maps a device’s logical address to the 
physical address of that device. Each time a device wants to 
know the MAC address of another device, it transmits an ARP 
request to the network with the IP address of this device, and 
the device with the specified IP address responds and reports 
its MAC address [21]. Address Resolution Poisoning (ARP) is 
an attack that involves sending fake ARP messages over a local 

area network. These attacks try to redirect traffic from the 
originally planned host to the attacker. ARP poisoning is a 
type of attack that can be used to stop, change, or intercept 
network traffic. The technique is often used to initiate further 
offensive actions, such as session interception or denial of ser
vice [22].

When attacking ARP poisoning occurs, the malicious de
vice sends a fake ARP request to the victim’s device. The de
vicevictim responds and sends its MAC address.

MAc address spoofing. MACaddress spoofing is an attack 
that is often used to connect to a router with MAC address 
filtering or for the purpose of preventing the possibility of 
proving the involvement of an attacker in illegal actions. In this 
attack, an attacker monitors devices connected to the network 
using monitoring mode, clones the MAC address and uses it 
for his wireless network adapter.

To demonstrate MAC address spoofing, we used mac
changer utility from OS Kali Linux software package. This 
program offers various functions, such as changing the address 
so that it corresponds to a particular manufacturer, or its com
plete randomization.

dnS Spoofing. DNS stands for Domain Name System, 
and the main use of this server is to translate domain names 
into appropriate IP addresses. DNS spoofing is a type of at
tack, the principle of which is based on the falsification of 
DNS records in order to redirect traffic to a fake Internet site. 
For example, an attacker can deploy a copy of facebook.com 
on their server, and whenever the victim’s device tries to go to 
the original facebook.com page, it is redirected to the attack
er’s computer, where the attacker collects the credentials of 
unsuspecting users, Fig. 6.

An example of implementing a DNS spoofing attack using 
the Kali Linux OS is shown in [23].

MITM attacks. In addition to the aforementioned MAC 
spoofing and identity theft attacks, the MAClevel attack class 
also includes MITM attacks. An attacker disguises himself or 
herself as one of the network nodes in order to obtain informa
tion addressed to the node, the imitation of which is carried 
out.

Attacks of this class lead to a serious breach of network se
curity, as they allow unauthorized or malicious users to gain 
full access to information transmitted over the network. 

Table 3
Spoofing attacks

Type Attacks OSI level Result

Spoofing 
attacks
(Active)

ARP Poisoning 
(ARP 
Spoofing)

Network Redirecting traffic of 
victim devices through 
the attacker’s computer

MAC address 
spoofing

Data Link MAC address forgery

DNS Spoofing Application Redirecting the 
victim’s traffic to the 
attacker’s computer Fig. 5. Changing the MAC address of the wireless interface



ISSN 2071-2227, E-ISSN 2223-2362, Naukovyi Visnyk Natsionalnoho Hirnychoho Universytetu, 2021, № 2 167

 Accordingly, mediator attacks can occur at levels 1 to 7 and at 
each intermediate level.

In these attacks, the attacker is between the devices that 
exchange information.

ARp Spoofing. An example of a MITM attack is the previ
ously discussed ARP Spoofing attack. This attack requires that 
the attacker be in the same network as the victim device. By 
gaining access to encryption keys and carrying out an ARP 
substitution attack, the attacker has the ability to listen to and 
intercept all important confidential information of network 
users, make any changes to its content, arbitrarily regulate net
work traffic flows.

This attack was carried out using the OS Kali Linux mitmf 
tool (ManInTheMiddleFramework).

Command to launch this attack is

$mitmf –arp –spoof –gateway<gateway ip>–targets<ips of 
target machines>-i<interface name>.

To launch this attack, an NMAP scan is first performed to 
find out the IP and MAC addresses of all devices, including 
the network gateway. As soon as an attacker obtains host ad
dresses, they begin sending fake ARP packets over the local 
network to the hosts. Fraudulent messages inform recipients 
that the attacker’s MAC address must be associated with the 
IP address of the device it is targeting. The ARP table entries 

on the victim device before and after the attack are shown in 
Fig. 8.

“evil Twin” attack. An Evil Twin is setting up a rogue ac
cess point (RAP) by cloning the MAC address and service set 
ID of an existing wireless AP. Such access points are possible 
because the 802.11 standard allows the existence of multiple 
access points with the same ESSID in the same area.

The purpose of the Evil Twin attack is to deceive users and 
force them to unknowingly connect to the RAPs under the 
guise that they are connected to a legitimate access point. Ini
tially, an attacker creates a fake access point (usually imple
mented in software) that broadcasts an ESSID similar to that 
of a legitimate AP operating nearby. If the network adapter 
(Network Interface Card − NIC) transmits an attacker with a 
stronger signal, the client will prefer to connect to such a fake 
network. Once a customer is connected, an attacker eaves
drops on his messages, can redirect customers to malicious 
websites, steal customer credentials, and more. 

It should be noted that the “Evil Twin” must provide an 
Internet connection for customers who connect to it. To pro
vide the Internet, an Evil Twin can establish a connection using 
a legitimate access point, as shown in Fig. 7 (because the legiti
mate AP is already configured to provide Internet services), or 
the Evil Twin can provide a private Internet connection by it
self, as shown in Fig. 9. An attacker’s private connection helps 
him or her to overcome many existing detection methodologies.

Fig. 6. DNS Spoofing

Table 4
MITM attacks

Type Attacks OSI level Result

MITM 
attacks
(Active)

ARP
Spoofing

MultiLayer Access to confidential 
information of network users, 
making any changes to its 
content, arbitrary regulation of 
network traffic flows

“Evil 
Twin”

Replacement of the original AP, 
to which the user connects to 
the duplicate, which gives the 
attacker the ability to access 
confidential information

Fig. 7. Man-in-the-Middle (MITM) attack

Fig. 8. ARP table entries on the victim device before and after 
the attack

Fig. 9. “Evil Twin” attack
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conclusions. The results of the study showed that the cur
rent protocols do not provide a complete solution to WLAN 
security issues for attacks by both external and internal attack
ers. It is established that passive attacks aimed at reconnais
sance operations in most cases do not cause deviations in the 
operation of the WLAN from the normal mode. In turn, active 
attacks, where any intrusion is characterized by certain fea
tures, can be described as some deviation from the normal be
havior of WLAN. When analyzing attacks at the appropriate 
levels of the OSI network model and determining the destruc
tive consequences of their implementation, it was found that in 
addition to attacks that violate only one level of OSI, manin
themiddle attacks use several levels of the network model. 
This allows attackers to gain full access to information trans
mitted over the network. It should also be noted that, to ensure 
the security of WLAN requires a comprehensive approach that 
takes into account the attacks at different levels of the OSI net
work model. Further research should focus on finding and de
veloping the best security solutions and methods for WLAN.
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Мета. Аналіз основних типів уразливостей і визна
чення слабких місць у безпеці безпроводових мереж 
802.11, виявлення причин втрати інформації або пору
шення функціонування мережі в результаті атак.

Методика. Дослідження атак на різних рівнях мереж
ної моделі OSI.

Результати. Визначені основні загрози і атаки, що ре
алізуються на кожному окремому рівні мережної моделі 
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OSI, від фізичного до прикладного рівня. Розглянуто 
15 різних атак з детальним описом наслідків їх реалізації. 
Встановлена відповідність між рівнями мережної моделі 
OSI та особливостями реалізації атак.

Наукова новизна. Застосовано принцип підвищення 
рівня абстракції для систематизації атак на WLAN. По
перше, зіставлені відомі атаки за рівнями мережної моде
лі OSI та вказані деструктивні наслідки їх реалізації, по
друге, виділені чотири типи атак (рекогносцирування, 
доступності, підміни, посередника), потретє, атаки роз
ділені на категорії пасивних і активних. Такий підхід дає 
можливість отримати більш концептуальне розуміння 
проблем безпеки безпроводових мереж.

Практична значимість. Отримані результати можуть 
бути використані для розробки ефективних багаторівне
вих систем виявлення й запобігання вторгнень у WLAN.

Ключові слова: атака, безпроводова мережа, мережний 
рівень, спуфінг, точка доступу
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Цель. Анализ основных типов уязвимостей и опреде
ление слабых мест в безопасности беспроводных сетей 

802.11, выявление причин потери информации или на
рушения функционирования сети в результате атак.

Методика. Исследование атак на разных уровнях се
тевой модели OSI.

Результаты. Определены основные угрозы и атаки, ре
ализуемые на каждом отдельном уровне сетевой модели 
OSI, от физического до прикладного уровня. Рассмотрено 
15 различных атак с подробным описанием последствий 
их реализации. Установлено соответствие между уровня
ми сетевой модели OSI и особенностями реализации атак.

Научная новизна. Применен принцип повышения 
уровня абстракции для систематизации атак на WLAN. 
Вопервых, сопоставлены известные атаки уровням се
тевой модели OSI и указаны деструктивные последствия 
их реализации, вовторых, выделено четыре типа атак 
(рекогносцировки, доступности, подмены, посредника), 
втретьих, атаки разделены на категории пассивных и ак
тивных. Такой подход дает возможность получить более 
концептуальное понимание проблем безопасности бес
проводных сетей.

Практическая значимость. Полученные результаты 
могут быть использованы для разработки эффективных 
многоуровневых систем обнаружения и предотвращения 
вторжений в WLAN.

Ключевые слова: атака, беспроводная сеть, сетевой 
уровень, спуфинг, точка доступа
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