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ALGORITHMIC PROVISIONS FOR DATA PROCESSING
UNDER SPATIAL ANALYSIS OF RISK OF ACCIDENTS
AT HAZARDOUS PRODUCTION FACILITIES

Purpose. Rationale of priority areas in the field of hazard analysis at hazardous production facilities (HPF) and the develop-
ment of a method that allows for spatial analysis of the risk of accidents at a high level of detail.

Methodology. The authors proposed a method for processing heterogeneous information in order to identify hazardous areas
for accidents, based on systematization and processing of source data using expert systems.

Findings. Using the example of spatial analysis of risk of explosion of methane-air mixture in the working area of a coal mine,
the possibility of practical implementation of the proposed method was demonstrated. For this purpose, an expert system was
used, which was formed on the basis of fuzzy logic inference algorithms in MATLAB Fuzzy Logic Toolbox environment, and
further point interpolation was performed using the Golden Software Surfer.

Originality. Based on the model of expert system of a fuzzy logical output, relationships have been established between a nu-
merical indicator of the risk of an accident — an explosion of a methane-air mixture, and indicators of mining, geological, mining,
subjective, and organizational risk factors. The expediency of the development of separate expert systems for the analysis of indi-
vidual sources of hazards in order to create a single component object environment for the implementation of comprehensive
analysis of safety of HPF is substantiated.

Practical value. The work presents the rationale for the universality of the chosen methodological approach, which allows
adapting expert systems for analyzing various hazards on HPF in various industries. The obtained results can be used for the
timely and targeted implementation of preventive protective measures, which will be the practical use of the principles of the risk-
based approach (RBA) in ensuring the safety of HPF.

Keywords: accident, unclear logical conclusion, hazardous production facility, labor protection, industrial safety, spatial risk analy-

sis, point interpolation, expert system

Introduction. The systematic occurrence of accidents at
hazardous production facilities (HPF) requires introduction
of qualitatively new approaches for ensuring industrial and en-
vironmental safety [1, 2]. These approaches should be based
on principles of timely targeted implementation of preventive
protective measures, based on systemic hazard analysis, peri-
odic assessment and forecast of risk indicators [3, 4]. More-
over, high practical level of interest is directed to high-detail
risk analysis which allows for localization of hazards and haz-
ardous areas.

Remote monitoring systems at production environment
have significant potential for the development of RBA, since the
provided operational information about hazards, their localiza-
tion and associated risks can be used to make effective manage-
ment decisions. The implementation of the RBA will allow
timely detection of “bottlenecks” in the system for ensuring in-
dustrial and environmental safety HPF. In turn, this requires the
availability of appropriate algorithmic support for spatial risk
analysis, taking into account the results of monitoring of hazards
and possible scenarios leading to the accident at the HPF.

Unsolved aspects of the problem. The analysis of method-
ological support showed that there were separate approaches to
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the assessment of the risk of accidents at HPF taking into ac-
count their specificity [3, 6], based on statistical, probabilistic
and expert methods of analysis. Nonetheless, the presence of a
wide range of heterogeneous risk factors in combination with
the amount of information available for analysis imposes re-
strictions on the use of individual methods in comprehensive
hazard assessment [7, 8]. Overcoming the mentioned limita-
tions can be achieved by using expert systems with hierarchical
structure, which allow aggregating information in a formalized
form and calculating risk indicators using established algo-
rithms. Then, for analyzing various hazards, it is advisable to
use separate expert systems, including those that exist now [9,
10]. Therefore, the solution of the problem of methodological
support for spatial analysis of the risk of various accidents at the
HPF can be achieved using the universal approach [11], which
is the basis for developing complex risk indicators when com-
bining separate expert systems, and allowing us:

- to calculate, evaluate and forecast numerical indicators
of risks, taking into account the specifics of HPF on the basis
of heterogeneous information (deterministic, statistical, inter-
val, linguistic);

- to take into account a complex of heterogeneous factors
that allow performing spatial analysis of risks at high level of
detail;
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- to analyze possible scenarios and forecast the distribution
of hazardous areas in case of an accident at HPF;

- to provide the ability to automate the process when using
remote monitoring sources of hazards.

Therefore, the use of a set of specialized expert systems al-
lows us to perform a spatial analysis of risks of accidents at
HPF at a high level of detail, which implies the accumulation
of a significant amount of source data. The structuring of ini-
tial information and formation of array of data for further pro-
cessing in expert systems can be performed in accordance with
the method presented below.

Purpose. Rationale of the priority directions in the field of
hazard analysis at HPF and the development of a method that
allows performing spatial analysis of the risk of accidents at a
high level of detail.

Materials and methods. The main task in the spatial analy-
sis of accident risk at the HPF is the identification and delinea-
tion of hazardous areas, which can be performed during the
formation of the fields of spatial distribution of risk indicators.
This distinction is made on the basis of an analysis of the results
of interpolation of risk index, the values of which are deter-
mined at various points in the studied space of the production
environment of the HPF. The algorithm for processing and
analyzing data is presented in Fig. 1, and its main stages are:

1. Collecting source data at m points of the production en-
vironment of HPF and forming an array of data — M describ-
ing the values of the indicators f of the analyzed complex of n
accident risk factors — f; ;, (where i is the point index of the
production environment of HPF, i = 1.2, ..., m; j is the factor
index, j=1, 2,..., n), including:

- values of factors characterizing the level of potential dan-
ger and established in accordance with the actual data ob-
tained during the operation of HPF (including insitu measure-
ment methods and laboratory tests);

- values of indicators of organizational factors character-
izing a degree of compliance with the established safety re-
quirements;

- values of indicators for subjective factors.

2. Choosing the i point of HPF spatial environment, ana-
lyzing an ordered set of risk factors for an accident at a given
point F; = (f}, ..., f,) and determining the risk indicator R at a
given point — R; using an expert system.

3. Repetition of point 2 for all m points of the production
environment of HPF.

4. Performing a spatial risk analysis using the grid interpo-
lation method based on the distribution of the indicator R in
the analyzed HPF space.

5. Determination of k hazardous areas of HPF, whose risk
indicators R, (where /is the hazardous area index of the work-
ing environment of HPF, /=1, 2, ..., k) exceed the level of ac-
ceptable risk R, (the value of R, is set at the development
stage of the used expert system) according to the formula (1)

R/> Ry (D

6. Selection of the /" danger zone, determination of an ac-
cident scenario prevailing at HPF — S, by identifying maximal
Puw(may) Values of parameters among parameters of the internal
variables r of the p expert system model w—s levels of the hier-
archical structure of the expert system (2) — p,,, (where w =
=1, 2,..., z, zis the number of levels of the hierarchical struc-
ture of the expert system, ¢ is the index of the internal variable,
q=1,2,...,1)

Puw(max) = max(pw, q)a (2)

Ne (pl(max)a Po(max)s -++» pz(max))' (3)

7. Analysis of S;, / — scenario for the second area and de-
termining the root causes of the accident (3).

Results. The possibility of implementing the method of
spatial risk assessment is presented by an example of analysis
of the risk of an accident at a HPF — the occurrence of a meth-

Formation of the data array

!

Definftion of risk indicators
for each point of the HPF.
Spatial risk analysis

!

Evaluation of risk indicatiors,
defining the hazardous areas

'

Defining the prevailing scenario

for the occurrence
of an accident in HPF

'

Establishing the root causes
of the accident at HPF

Fig. 1. The main stages of the method of spatial analysis of the
risk of an accident at HPF

ane explosion at the mining site of a coal mine. As an expert
system, a mathematical model of fuzzy logical output was
used, implemented in the MATLAB Fuzzy Logic Toolbox en-
vironment. For this, considering the results of statistical analy-
sis, mathematical modeling and expert evaluation, the proce-
dures for the formation of linguistic variables and production
rules for fuzzy inference were carried out in order to create a
knowledge base with a hierarchical structure [12].

These models are highly adaptable to tasks of classification
and risk analysis and are widely used to assess and predict the
risk of accidents and occupational risks at HPF [13, 14]. The
variables used in algorithms of fuzzy inference as input data
allow us to aggregate non-uniform information about risk fac-
tors into the knowledge base of the expert system and to give
their indicators a universal scale. Based on fuzzy inference
procedures, expert systems with hierarchical knowledge base
can be developed, which makes an opportunity to analyze
various combinations of initiating events [15, 16].

The developed expert system can be used in addition to exist-
ing methods for assessing the air-related risk of accidents at coal
mine sites [17, 18] and allows generating the following output:

- a numerical indicator of the risk of an explosive meth-
ane-air mixture (MAM) (as a result of a decrease in the inten-
sity of ventilation and degassing, the formation of poorly ven-
tilated zones) Rg;

- a numerical indicator of risk of high-temperature im-
pulse (as a result of spontaneous combustion, friction, the use
of electrical equipment and open fire) — Ry;

- a numerical indicator for risk of methane explosion — Ry;

- numerical indicators for internal variables that allow the
analysis of possible scenarios and causes of adverse events — p,, .

To perform a spatial risk analysis at a high level of detail,
an array of data was generated based on the results of survey of
the production environment of coal mine production unit with
the definition of indicators R;, Ry and Rj for each analyzed
point of production environment of HPF. In the future, the
grid interpolation of data using the “Inverse Distance to a
Power” and “Kriging” methods in the Golden Software Surfer
9 system was performed. The resulting spatial distribution of
risk Ry is shown in Fig. 2.

The obtained results characterize the risk levels during op-
eration of the mine in normal mode. At a later stage, in order
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to determine sensitivity of the developed model to risk factors,
a numerical simulation of a pre-emergency situation was done
according to one of the typical scenarios of an MAM explosion
at a coal mine: a decrease in the ventilation intensity of the
mining site with high methane concentration and exploitation
of the mining equipment with impaired explosion-proof per-
formance. Spatial risk analysis results R; and Ry performed by
grid data interpolation are shown in Figs. 3 and 4.

Since the simulated events are of a stochastic nature and
are independent, the risk of an accident — the explosion of
MAM R can be calculated in accordance with the probability
multiplication theorem using the formula
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RE = RG . RT’ (4)
Expression (4) is valid under assumption that the numeri-
cal risk indicator is considered as a measure of possibility of
the event being analyzed. The possibility of presenting a nu-
merical risk indicator as a quantitative indicator of probability
can be established depending on the objectives of the risk anal-
ysis in each case.
The resulting spatial distribution of risk indicator R is pre-
sented in Fig. 5.
As output data when using the model, intermediate indi-
cators defined at different levels of the expert system knowl-
edge base hierarchy were also obtained, which made it possible
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Fig. 2. Spatial distribution of risk of occurrence of MAM explosion in working area of a coal mine

Fig. 3. Spatial distribution of the risk of MAM explosive R; when modeling conditions for reducing intensity of ventilating the site
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Fig. 4. Spatial distribution of the risk of a source of high-temperature impulse Ry when modeling operating conditions of electrical
equipment of a mining combine with impaired explosion-proof design
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Fig. 5. Spatial distribution of MAM explosion risk Ry in the numerical simulation of the accident conditions

to describe scenario of the simulated “MAM Explosion” ac-
cident with the establishment of root causes:

a) formation of an explosive environment — violation of
procedures of ventilation of workings — formation of areas with
insufficient airing — low level of air provision in working (root
cause);

b) formation of high-temperature source of initiation - the
emergence of an electric spark / arc discharge — failure to take
measures to ensure the explosion safety of electrical equip-
ment — a low level of electrical equipment compliance with the
requirements established by the operational documentation of
the mine and manufacturer (root cause).

Conclusions. The data obtained during the spatial risk
analysis using the proposed algorithm facilitates localization
of hazard sources at a high level of detail, taking into account
the combined effects of risk factors. At the same time, numer-
ical information on risk indicators allows ranking the zones by
hazard level taking into account various scenarios of an acci-
dent at HPF.

The obtained results can be used for timely and targeted
implementation of preventive protective measures, which in-
dicates the implementation of RBA principles while ensuring
the safety of HPF.

The high effectiveness of the safety activities for HPF can
be achieved by promptly making timely management decisions
on the implementation of protective measures, which is pos-
sible while ensuring a high level of automation of the data col-
lection processes for performing spatial analysis of risks. This
testifies to the high relevance of application of the developed
data processing method within the framework of remote mon-
itoring systems of hazards in real time.

On the example of the considered mathematical model,
the expediency of using expert systems based on fuzzy logic is
shown when conducting a spatial analysis of the risk of acci-
dents at HPF with a high level of detail. It also displayed the
possibility of implementing the principles of a priori analysis
of working environment, conducting comprehensive risk as-
sessment based on heterogeneous data, including taking into
account possible deviations from the norms and rules of safety.

The universality of the selected approach makes it possible
to adapt expert systems for analyzing various sources of hazard
at HPF in various industries. Wherein, it seems expedient to
develop separate expert systems for analyzing individual
sources of hazards, which can be combined into a single com-
ponent object environment for the implementation of com-
prehensive safety analysis of HPF.
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AnroputMmiuHe 3a0e3neyeHHs 1151 00POOKH
JAHUX TPH MPOCTOPOBOMY AHAMI3i PU3MKY
apapiii Ha He0e3MmeYHUX BUPOOHMYMX 00 €KTAX

€. 1. Kabanos, I. 1. Kopuiynos, O. b. [pidina

Cankr-IleTepOyp3pKuit TipHMuMii yHiBepcuteT, M. CaHKT-
IlerepOypr, Pociiicbka Denepariist, e-mail: kabanov_ei@
pers.spmi.ru

Meta. OGrpyHTYBaHHSI MPIOPUTETHUX HAMPSIMiB B 00-
JIacTi aHajizy Hebe3nek Ha HeOe3NMeYHUX BUPOOHUYMX
06'exrax (HBO) ta po3pobka MeToy, 1110 103BOJISIE BAKOHY-
BaTU MIPOCTOPOBUIA aHai3 PU3MKY aBapiil Ha BUCOKOMY piBHi
neTaizaltii.

Metonuka. ABTOpaMu 3alipOMOHOBAHO METOI 0OPOOKU
HEOJHOPiNHOI iHbopMallii 3 METOIO BU3HAYEHHS Hebe3Iey-
HUX 30H IIiJ Yyac aBapiii, 3aCHOBaHMI Ha cuUcTeMaTu3allil Ta
00poOLi BUXiITHUX JAaHUX 3 BUKOPUCTAHHSM EKCIIEPTHUX
CHCTEM.

PesyabraTu. Ha npukiani npoctopoBoro aHaiizy pusuky
BUOYXY METaHOIIOBITPSIHOI CyMillli Ha MOOYBHUX MiISTHKAxX
BYTiJIbHOI 1IAXTU Oysia MOKa3aHa MOXJIMBICTb MPaKTUYHOL
peasizalii 3armpornoHoBaHOTo crocody. s 1poro Oyaa Bu-
KOpUCTaHa eKCIepTHa cucTeMa, chopMOBaHa Ha OCHOBI ajl-
TOPUTMIB HEYITKOIO JIOTiYHOTO BMCHOBKY B CEpeIOBUIILI
MATLAB Fuzzy Logic Toolbox, i mpoBeneHa nojaibliia TO4-
KOBa iHTepIIOJIsALs 3 BAKOPUCTAHHSIM IPOTPaMHOIo 3a0e3-
neueHHs Golden Software Surfer.

Haykosa HoBu3Ha. Ha ocHOBi Monesti eKcrepTHOI cucTe-
MM HEUiTKOTO JIOTIYHOTO BHCHOBKY BCTaHOBJIEHi 3B'SI3KU
MiX YMCeJIbHUM ITOKa3HUKOM PU3UKY aBapii — BUOyXy MeTa-
HOTIOBITPSIHOI CyMillli, i MOKa3HUKAMU TipPHUYO-TEOJIOTiY-
HUX, TIpHUYOTEXHIYHUX, CyO'€KTUBHUX i OpraHizaliiiHUX
YUHHUKIB pu3uKy. OOGIpyHTOBaHa MOIJIBHICTE PO3POOKU
BIJOKpEMJIEHUX €KCIIEPTHUX CUCTEM JIJIs aHaji3y OKpPEeMUX
Kepest HeGe3reK 3 METOI0 CTBOPEHHST ETMHOTO KOMITOHEHT-
HOro 00’€KTHOIro cepeaoBMIIA ISl pealli3allii KOMIUIEKCHO-
ro aHaini3y 6e3neku HBO.

ITpakTyna 3HaYMMicTb. Y poOOTi 0OIpyHTOBaHA yHiBep-
CaJTBHICTh 0OPAHOTO METOAWYHOTO TIIXOMY, IO TO3BOJISIE
aJanTyBaTU €KCIIePTHI CUCTEMM JIsl aHaJli3y Pi3HUX JIXKepest
Hebesnekn Ha HBO pisHux ramyseit. OTpuMaHi pe3yiabTaT
MOXYTb OyTM BUKOPUCTaHI JJIsi CBOEYACHOI Ta alpeCHOI pea-
JIi3allil TPeBEeHTUBHUX 3aXMCHUX 3aXOIiB, 1110 € MTPAaKTUYHUM
BUKOPHMCTAHHSIM MPUHLMIIB PU3NK-OPIEHTOBAHOTO MiIXOLY
(POIT) ipu 3a6e3neuenHi 6e3neku HBO.

KitouoBi cioBa: asapis, Heuimkuil n0eiuHuil 6UCHOBOK, He-
be3neunuil supoOHUHULL 00’ KM, 0XOPOHA npayi, supobHu1a be3-

neka, npocmopogull aHaniz pusuKy, mouKoea IHmMepnoaayis,
eKcnepmHa cucmema

AnropuTMmuYeckoe odecrneueHnmne
11 00pabOTKH JAHHBIX TPH
NPOCTPAHCTBEHHOM aHAJIM3e PUCKA aBapuii
HA ONACHBIX MPOU3BOJACTBEHHBIX 00bEKTAX

E. U. Kabanos, I U. Kopurynos, E. b. Ipuduna

Cankr-IletepOyprckuii ropHbiii yHuBepcuteT, I. CaHKT-
[MetepOypr, Poccuiickasg @enepanmst, e-mail: kabanov_ei@
pers.spmi.ru

Iean. O60cHOBaHKE MPUOPUTETHBIX HATIPABJIEHU B 00-
JIACTH aHAJIN3a OMTACHOCTE Ha OTTaCHBIX TTPOU3BOJICTBEHHBIX
oobekTax (OITO) m paspaboTka MeToma, MO3BOJSIONIETO
TIPOU3BOIIUTE MTPOCTPAHCTBEHHBIN aHAJIN3 PUCKa aBapuii Ha
BBICOKOM YPOBHE JIETAIM3alINU.

MeToauka. ABTOpaMu TpeUIoKeH METoI 00pabOTKU He-
OIHOPOIHOI MH(OPMAIIMU B LEISIX ONpeaeIeHUsT OMAaCHBIX
30H TMPY aBapusiX, OCHOBAHHBIN Ha CHCTEMaTU3allul W 00-
paboTKe UCXOMHBIX JaHHBIX C UCTIOJIb30BAHUEM IKCTIEPTHBIX
CHCTEM.

PesyabraTel. Ha mpumepe mpocTpaHCTBEHHOTO aHaIM3a
pUCKa B3pbIBA METAaHOBO3AYIIHON CMeCHM Ha JOOBIYHOM
y4acTKe YTrOJbHOM IIaxXThl ObUIa TMOKa3aHa BO3MOXHOCTb
MMPaKTUIECKOU peau3aliy MPeaioKeHHOTo criocoba. s
3TOro OblJIa UCIOJb30BaHA IKCIIEpTHAsI cucTema, chopmu-
pOBaHHass Ha OCHOBE aJITOPUTMOB HEYETKOTO JIOTMYECKOTO
BeiBoza B cpene MATLAB Fuzzy Logic Toolbox, u npous-
BelcHA JajibHEeMIIas ToYeuHas MHTEPITOISILIKS C UCITOI30-
BaHMeM mnporpaMmmHoro obecneyeHusi Golden Software
Surfer.

Hayunasa noBuszHa. Ha ocHoBe Mojenu 5KCMEepTHOU CH-
CTEeMBI HEYETKOTO JIOTUIECKOTO BBIBOAA YCTAHOBJICHBI CBSI3U
MEX/y YMCJICHHBIM IOKa3aTejeM pUcKa aBapuu — B3pbiBa
METaHOBO3IYIIHOM CMeCH, 1 ITOKAa3aTeIIMU TOPHO-TEOJIOTH -
YECKHUX, TOPHOTEXHUYECKUX, CYOBEKTUBHBIX U OpraHu3allu-
OHHBIX (pakTOpoB pucka. OOGOCHOBaHaA IlIeJeCOOOPa3HOCTh
pa3paboTKM 060COOJEHHBIX SKCITEPTHBIX CUCTEM /ISl aHAJIH -
3a OTHEBHBIX UCTOYHUKOB OITACHOCTEM B IIEJISIX CO3MaHMS
€IMHOI KOMIIOHEHTHOI OOBbEKTHOM Cpelibl ISl peau3aluu
KOMITJIEKCHOTO aHanm3a 6e3onacHocty OI10.

IIpakTiyeckas 3HaymMocTh. B pabore mpuBeaeHo 060-
CHOBaHWE YHUBEPCATBHOCTU BHIOPAHHOTO METOAUYECKOTO
TTO/IX0/1a, TIO3BOJISIOIIETO aaNTHPOBaTh SKCIIEPTHBIE CUCTe-
MBI I aHaJIM3a Pa3IUYHBIX MCTOUHMKOB OIACHOCTU Ha
OTI10 paznuuHbIx oTpacieit. [TosydyeHHbIEe pe3yabTaThl MOTYT
OBITh MCITOJIb30BAaHBI ISl CBOEBPEMEHHOW U alIpecHOU pea-
JIN3ALMU TIPEBEHTUBHBIX 3alIMTHBIX MEPOIIPUSTHI, YTO SIB-
JISIETCSl IPAKTUYECKUM MCITOIb30BaHMEM TIPUHIIMIIOB PUCK-
opueHTrupoBaHHoro noaxona (POIT) mpu obecrieueHun 6e3-
omnacHoctu OT10.

KinioueBble cioBa: asapus, Heuemkuil 102u4ecKuil 8bi600,
ONACHbBLIL NPOU3B00CMBEHHbIIL 00BeKm, 0XpaHa mpyoa, npous-
600cmeenHas 6e30NaACHOCMb, NPOCMPAHCIMBEHHBLI AHAAU3 PU-
cKa, moyeuHas UHmMepnoasiyus, SKCNePMHAst CUucmema
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