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симо от времени суток и погодных условий, что является 
важным для нужд национальной экономики и обороны. 
Однако, согласно характеристикам механизма построе-
ния РСА-изображений, геометрические искажения и, 
своего рода, мультипликативный шум, известный как ко-
герентное оптическое излучение, зачастую, искажают 
полученное изображение. Классификация РСА-
изображений является основой их интерпретации. Из-за 
влияния спекл-шума традиционные технологии класси-
фикации изображений работают недостаточно хорошо. В 
статье описан предложенный нами эффективный метод 
классификации поляриметрических РСА-изображений, 
основывающийся на поляриметрических свойствах, дан-
ных об интенсивности рассеянного излучения и метода 
нечеткой кластеризации C-средних. 

Методика. Совместив рассеивающие свойства пол-
ностью поляриметрического РСА-изображения и данные 
об интенсивности рассеянного излучения, мы получили 
результат предварительной классификации РСА-изобра-
жения. Окончательный результат классификации поля-
риметрического РСА-изображения был получен с помо-
щью алгоритма нечеткой кластеризации C-средних. 

Результаты. Экспериментально доказано, что 
предложенный метод превосходит традиционные ме-

тоды классификации полностью поляриметрических 
РСА-изображений. 

Научная новизна. В предложенном методе учи-
тываются не только свойства полностью поляримет-
рических РСА-данных, но и информация о статисти-
ческих характеристиках. Метод позволяет получить 
хорошие результаты классификации поляриметриче-
ских РСА-изображений с сохранением рассеивающих 
свойств (в некоторой степени).  

Практическая значимость. Экспериментальные 
исследования показали, что предложенный алгоритм 
сохраняет текстуру и детали РСА-изображения лучше, 
чем традиционные методы, и дает лучший результат 
классификации полностью поляриметрических РСА-
изображений. Метод может использоваться для реше-
ния задач интерпретации РСА-изображений. 

Ключевые слова: поляриметрическое РСА-изобра-
жение, когерентное оптическое излучение, классифика-
ция изображений, H/α/A/SPAN, распределение Вишарта, 
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Introduction. 3 In recent years, it was found that RFID 

systems had to prove that certain items must COEXIST in 
some applications. There are many application scenarios of 
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this type: A doctor prescribes medicines in the same pre-
scription to reduce dosage risks for his patients; in the phar-
maceutical industry, drug manufacturers ensure that drugs 
and prescriptions are sold together; at airports, boarding pass, 
passport and baggage are generated as a group to ensure se-
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curity. In these applications, it is insufficient to ensure the se-
curity of a single entity. It is necessary to verify whether mul-
tiple entities are simultaneously in a group. The complete-
ness and security of these entities can be guaranteed only in 
this approach. Identification and coexistence proof of group 
tags is called tag grouping proof.  

Grouping proof protocols fall into two types according to 
data collection method: serial grouping proof protocols and 
broadcasting grouping proof protocols. In data collection of a 
serial grouping proof protocol, the reader generates a query 
command and sends it to the first tag. After receiving the re-
sponse from the first tag, the reader sends the query com-
mand to the second tag after processing the data received 
from the first tag. All other tags are processed sequentially. 
The reader generates grouping proof only when it receives 
the response from the last tag. In a broadcasting grouping 
proof protocol, the reader broadcasts a query command and 
all tags respond to the command. The reader then collects all 
these responses and generates a grouping proof according to 
these responses. An effective RFID grouping proof protocol 
shall, with guaranteed protocol security, reduce tag calcula-
tion to the greatest extent to expand its application range. To 
achieve this objective, this paper proposes an RFID grouping 
proof protocol based on ECC. 

The remainder of this paper is organized as follows. Sec-
tion 2 briefly reviews grouping-proof protocols based on 
symmetric cryptography, Gen2 Standards and ECC, and con-
clude their disadvantages. Section 3 we analyze the security 
requirements of grouping-proof protocols. We present a nov-
el RFID grouping-proof protocol which consists of four steps 
in section 4. Security analyses and comparisons of the pro-
posed protocol and other related work are addressed in sec-
tion 5. Finally, we give the concluding remarks in section 6. 

Related work. This section describes and analyzes exist-
ing types of grouping proof protocols, then further concludes 
their disadvantages.  

Grouping proof protocols based on symmetric cryptog-
raphy. Juels et al. [1] were pioneers in the research of multiple 
tag scanning. They first introduced a proof approach with two 
coexistent tags based on the idea of mutual signature of two 
tags. It was called yoking-proof by the authors, implying that 
the two tags were scanned simultaneously. But the protocol 
then was proved that the solution by Juels was vulnerable to 
reply attacks. They resolved the security problem of reply at-
tacks by introducing a timestamp to each session. Their new-
ly designed protocol could provide coexistence proof for a 
group of tags. Considering that timestamps are predictable, 
Piramuthu [2] proved that timestamps failed to completely 
resist reply attacks and then suggested replacing timestamps 
with random numbers to resist this type of attacks. But the 
protocol was indicated that the grouping proof protocol 
based on random numbers was not secure in multi-session 
jamming attacks. Burmester et al. [3] proposed a security 
model based on Universal Composability Framework for tag 
grouping proof. The model was, however, found vulnerable 
to various impersonation attacks. Later, grouping proof pro-
tocols irrelevant to tag response sequence were proposed, 
and thus improved the efficiency of tag grouping proof pro-
tocols. However, there was a risk of tag identification leaks 
in their grouping proof protocol, which violated tag privacy.  

Grouping proof protocols based on Gen2 Standards. 
The grouping proof protocol complied with Gen2 standards, 
which only Cyclic Redundancy Check Code (CRC) and 
pseudo-random number generator were used in grouping 
verification. However, there was a synchronous relationship 
between the verification processes of group tags, i.e. the re-
sponse output of the current tag was the input to the next tag. 
In this design, response information of tags could not be pro-
cessed concurrently. Chien et al. [4] consider that the proto-
col is vulnerable to reply attack while Peris-Lopez et al. [5] 
insist that the protocol is vulnerable to impersonation attack. 
To resolve security flaws, Chien et al. [4] proposes two 
grouping proof protocols: online mode and offline mode. Pe-
ris-Lopez et al. [5], however, also proved that these two pro-
tocols were vulnerable to impersonation attack.  

Grouping proof protocols based on ECC. In order to 
achieve strong privacy preservation, it was necessary to in-
troduce public key algorithm to RFID verification proto-
cols to prevent tag identification leaks, and the possibility 
to introduce public keys, especially ECC to RFID protocols 
was discussed. Batina et al. [6] first put forward the priva-
cy-preserving RFID grouping proof protocol based on 
ECC, which was however with timeout problem. Moreo-
ver, Lv et al. [7] indicated that it could not resist tracking 
attack and thus proposed an enhanced protocol. Ko et al. 
[8] later found the protocol by Lv et al. [7] with a flaw and 
further proved that it could not work and then proposed an 
enhanced protocol to resist tracking attack. In 2012, Lin et 
al. [9] proposed a protocol to improve the efficiency of 
Batina et al. [6], resolving the timeout problem in the gen-
eration of grouping proofs. A few follow-up pieces of lit-
erature similarly proved security and privacy-preserving 
problems of the above-mentioned protocols and proposed 
relevant improvement measures. 

Security requirements of grouping-proof protocols. In 
a grouping proof RFID interaction protocol, the main purpose 
of adversary attack is to obtain grouping proofs p  that can 
pass verification. However, the tag proved to be existent ji,T  
does not actually participate in the protocol or is not a valid 
member of the group. Another purpose of the adversary at-
tack is to obtain privacy information of tags and the reader, 
such as identification, location, and group information.  

Attack channels of an adversary A fall into two types: the 
attack on information channels and attack on participating 
entities. Let’s assume that an adversary can completely con-
trol the communication channels between tags and the reader 
as well as between the reader and the backend server. It can-
not only arbitrarily read, delete, tamper, delay delivery and 
rep-lay any messages in the channels but also initiate any 
session with any entity anytime. Let us also assume that the 
adversary A  can also capture any entity of tags and the read-
er anytime during protocol execution. For a corrupted entity, 
the adversary A can get the internal status data successfully 
but cannot get the private key of it.  

Security requirements of RFID grouping proof protocols 
in the Internet of Things:  

Strong privacy preservation: Only authorized readers 
can read the coexistence proof of a tag group. In addi-
tion, an attacker cannot get any identification or grouping 



120  ISSN 2071-2227, Науковий вісник НГУ, 2015, № 5

І Н Ф О Р М А Ц І Й Н І  Т Е Х Н О Л О Г І Ї ,  С И С Т Е М Н И Й  А Н А Л І З  Т А  К Е Р У В А Н Н Я 

 

information e
in all interact

Untraceab
ship between 
grouping proo
whether the g
same group, 
two proofs co

Reader an
tag cannot get

Tag anony
attacker nor a
formation.  

Authoriza
when authori
rectly execute
get valid grou

A novel 
proof verifica
ing at the serv

(1) Reader a
rated by valid
pects: First, if
correct maste
the tag and ot
tion are memb

(2) Validity
of verification
has access to 
the tag group.

(3) Groupin
valid only wh
tags correctly
of a tag group
proofs.  

The follow
protocol desig
ing proof prot

(1) In the ge
rectness of ta
In addition, th
be authenticat
by valid tags a

(2) In the g
vacy and secu
Those of tags 

(3) The imp
sidered from 
group, and ve

A new RF
according to t
analysis of gr
sists of three 
phases in the 
tively the ini
grouping proo
ification phas
keys are distr
phase, reader
tion will be a

even if he ma
tions.  
bility: An attac

two proofs {P

of set }{ iP . Th
generators of tw
nor can he id

ontain the same
nonymity: In pr
t the identificat

nymity: Similar
a reader can get

ation: Valid gr
zed readers an
e the protocol. 
uping proofs. 
RFID groupi

ation message s
ver:  
and tag validity
d readers and ta
f there is no a
er tag commun
ther tags partic
bers of the sam

y of authorized 
n message shal
the tag group,

.  
ng proof validit
hen authorized 
y execute the p
p, participate i

wing principle
gn to ensure co
tocol:  
eneration of a 

ag grouping pro
he identificatio
ated. Only grou
and readers is a

generation of a 
urity of each in
as an integrate

provement of g
the complex

erification proc
FID grouping p
the above-men
rouping proof p
entities: tag, r
RFID grouping
itialization pha
of generation p
se. In the init
ributed to tags 
rs are authentic
authorized read

aliciously capt

cker cannot id
}iP  and }{ jP  

his means that h
wo grouping p
dentify whether
e member.  
rotocol executi
tion of a reader
r to reader ano
t tag identificat

rouping proofs
nd valid group

Any unauthor

ing-proof pro
shall be able to

y: verify that th
ags. Tag validi
attack on a tag,
nication key. O
cipating in grou
me tag group.  

reader access: 
ll be able to pr
, i.e. already au

ty: Grouping p
readers and v

protocol proof,
in the generati

es shall be tak
orrectness and s

grouping proo
oof protocol m
ns of a single t

uping proof inf
acceptable.  
grouping proo

ndividual tag s
ed group shall 
grouping verific
xity of individ
cessing.  
proof protocol 
ntioned functio
protocols. The

reader, and serv
g proof protoco
ase, the autho
phase, and the g
tialization phas
and readers. I

cated. Readers
d and write acc

tures all mess

dentify the rela
through a capt
he cannot asso

proofs belong t
r the generato

ion, any attack
r.  
onymity, neithe
tion or groupin

 are available 
p member tags
rized reader ca

otocol. A grou
o verify the fol

he message is g
ty falls into tw
, it can identify
On the other h
uping proof gen

This grouping
rove that the re
uthorized acce

proofs generate
alid group mem
 as well as all

ion of the grou

ken into accou
security of a gr

of protocol, the
must be guaran
tag and reader 
formation prov

of protocol, the
shall be consid
also be address
cation shall be 

dual tag, entire

has been desi
onality and sec
e RFID system 
ver. There are 
ol. They are res
rization phase
grouping proof
se, communic
In the authoriz
s that pass veri
cess to a certain

sages 

ation-
tured 

ociate 
to the 
ors of 

ker or 

er an 
ng in-

only 
s cor-
annot 

uping 
llow-

gene-
wo as-
fy the 
hand, 
nera-

g pro-
eader 
ess to 

ed are 
mber 
l tags 
uping 

unt in 
roup-

e cor-
nteed. 
must 

vided 

e pri-
dered. 
sed.  

e con-
e tag 

igned 
curity 
con-

e four 
spec-

e, the 
f ver-

cation 
zation 
ifica-
in tag 

grou
proo
veri
writ
lidit

T

P
y
v
x

x

k
r
r

rand
get 

iGx ,

grou
ficat
, sel
Kk

tion 
base

L
tion
catio

show

Fig.
 

V
,( kY

fier 
taba

up. In the grou
ofs are generat
fication phase,
tten simultaneo
ty of grouping p
The notations u

 

N

Notations 
P  
y ,Y  

v ,V  

iGx , , iGX ,  

j，ix , jiX ,  

kk , kK  
)(xr  

cr,

 
The initializat
dom numb Zy

its public k

lji Zx ,, as its
up of tag jiT , . It
tion private key
lect a random n

Pkk . Calcula

iID  and stor
e. Store ,{( ,iGx

Let us assume 

kRID . Calculat
on

jiTID
,

. The i

wn in fig.1. 

 1. The initiali

Verifier V
), ,iGk Kk for rea

V also stores i
ase.  

uping proof ge
ted for multiple
, whether a gro
ously is identifi
proofs.  
used in the pro

Notations in th

 Meaning 
Base point in
Server’s priv
authorization

Tag’s group p

Tag’s private

Reader’s priv
The x-coordi
Random num

tion phase. Th
lZ as its private

key. For tag
s private key. 
ts public key is
y. Its public key
number kk as its
ate )( PxX ii  to
re },{ yIDi and o

},),, kji KYx  in
that each read

te )( ,, PxX jiji 

initialization pr

 
ization phase 

generates 
ader kR  and se
information (ID

eneration phas
e tags. In the g
roup of tags ca
fied by authent

otocol are show

he Protocol 

n the EC group 
vate key and pub
n private key and

private key and 

e key and public

vate key and pub
inate of x 
mber 

he backend se
e key and calcu
g jiT , select ran

iGx , Is the priv
s PxX iGiG ,,  . x

ey is PxX jiji ,, 

s private key. It
o get the i th ta
other informat
n the tag.  
der kR has a uni
) to get the j th
process of read

 

registration 
end it to the rea

), kR KD
k

to its r

se, coexistence
grouping proof
an be read and
ticating the va-

wn in table 1. 

Table 1

blic key 
d public key 

public key 

key 

blic key 

erver selects a
ulate )( yPY  to
ndom number
vate key of the

jix , is its identi-
. For reader kR

ts public key is
ag’s identifica-
tion in a data-

ique identifica-
h tag’s identifi-
ers and tags is

information
ader. The veri-
registration da-

e 
f 
d 
-

1 

a 
o 
r 
e 
-

s
-
-

-
-
s 

 

n 
-
-



ISSN 2071-2227, Науковий вісник НГУ, 2015, № 5 121

І Н Ф О Р М А Ц І Й Н І  Т Е Х Н О Л О Г І Ї ,  С И С Т Е М Н И Й  А Н А Л І З  Т А  К Е Р У В А Н Н Я 

 

VerifierV generates registration information ),( ,, jiiG xx

for each tag and send },),,{( ,, kjiiG KYxx  to tag jiT , . The 
verifierV also stores information ),( ,, iGji XX to its registration 
database.  
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The grouping proof generation phase. Reader kR gener-
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tion. The verification process is shown in fig. 4. 
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and
  

         )()()( 21 ni ySrySrySrp   . (2) 
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Provable security and security comparison. Correct-
ness. Theorem 1. The grouping proof approach in this paper 
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must be specified. These three values 

are, however, respectively stored in the reader, the verifier, 
and the tag. It is impossible for the attacker to influence all of 
them. Therefore, the protocol is correct. 
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Security.We consider the security requirements of RFID 

grouping proof protocols in the Internet of Things, i.e. strong 
privacy preservation, untraceability, reader anonymity, tag 
anonymity, and authorization. The following sections ana-
lyze the security of the protocol proposed in this paper from 
the five perspectives.  

The approach proposed in this paper is modified based 
on the Schnorr scheme [10]. Thus, relevant adversaries in this 
approach can be changed to those of the Schnorr scheme. 
Literature [10] proves that under the OMDL (One More Dis-
crete Logarithm) assumption, the Schnorr scheme is secure 
under active impersonation attack.  

1. Strong privacy preservation. Strong privacy preserva-
tion implies that information of individual tags and privacy 
information of tag groups cannot be leaked in the process of 
grouping proof.  

For a tag, the main privacy information transmitted in 
verification consists of group key and identification key 

),( ,, jiiG xx . In the transmission process, group key and iden-
tification key are blinded via kjijj KxrT )( ,,1,2   and 

)( ,,,1,0 jGjijjj xxrcrw   . 
Also, jj rr ,1,0 , updates every time it finishes verification. 

Therefore, it is impossible for an attacker to get any privacy 
information of a tag via secret keys. 

For a tag group, an attacker cannot get privacy infor-
mation of it if he fails to get its group key and identification 
key. In grouping proof information 0 1 i 1 1 1T T S T, ,( , ,( , ),

i 2 1 2 i n 1 nS T S T, , , ,( , ), ,( , )) , both jkji TkS ,2
1

,


 
and 2 jT ,   

1 j i j kr x K, ,( ) 
 
include random numbers. Therefore, the 

attacker cannot get identifications of readers and tags, 
nor identify which parts of the information represent 
identifications of readers and tags in the entire interaction 
process.  

 

 

2. Untraceability. Untraceability implies that an attacker 
cannot trace tags or tag groups via captured grouping proof 
information.  

In the same tag group, it can be found that each tag’s 
response information is random. So it is with whether the 
same member is included. This means that an attacker 
cannot associate two verification processes of a tag via the 
random information. Thus, tags are untraceable.  

It is possible that an attacker can capture multiple 
grouping proofs. However, parameters jjj rrcr ,1,0 ,,, used 
in each generation process of group proofs are random 
numbers independently generated by readers and tags. The 
attacker cannot identify whether the generators of two ran-
dom grouping proofs are identical. For grouping proofs, 
there are no common laws for the attacker to trace tags. 
Thus, tag groups are untraceable.  

3. Reader anonymity. Reader anonymity implies that 
any attacker cannot get the identity information of a 
reader. In interaction, a tag sends kjijj KxrT )( ,,1,2  to a 
reader. An attacker cannot get identity information rele-
vant to the reader via jT ,2 . Thus, he cannot get the identi-
fication of the reader.  

4. Tag anonymity. Tag anonymity implies that any atta-
cker cannot get the identification of tag jiT , . In interaction, 

select random numbers jr ,0 and jr ,1  
and calculate PrT jj ,0,0  , 

YrT jj ,1,1  , kjijj KxrT )( ,,1,2   and 0 j j 1 jw r c r, ,(  

i j G jx x, , )  .  
Since jr ,0 and jr ,1 update in each verification process, an 

attacker cannot get tag identification via tag response infor-
mation.  

5. Authorization. Authorization is composed of two as-
pects: Only authorized readers can successfully realize tag 
group proof; only tag group members can participate in 
and successfully complete group proof. When it executes 
the grouping proof protocol with an impersonation of a 
reader, an attacker can receive tag response information 
but cannot know the private key kk of the authorized read-
er. Therefore, the grouping proof protocol cannot be gen-
erated because )(? ,2,0

1
, jjjkkjiGk TcTkwKcXk    cannot 

be verified. Thus, the protocol can resist impersonation at-
tack on readers.  

An attacker may try to let tags outside a group partici-
pate and complete grouping proof via impersonation or re-
play at-tack. Since various random numbers are introduced 
in protocol interaction process, each session of a tag is in-
dependent. A replay attack is, thus, impossible. An attack-
er will not know the group key and identification private 
key of the current valid tag, nor will he/she get the authori-
zation private key v . Therefore, the verifierV cannot cal-
culate 01, vTTX iG  and jjij TySS ,1,  , nor verify whe-
ther and )()()( 21 ni ySrySrySrp    are equal. Then 
grouping proof fails. The protocol is, thus, capable of re-
sisting the impersonation attack.  

Above all, only valid tags can pass tag group authentica-
tion. Similarly, only valid readers can generate grouping 
proofs.  

Comparison in Security. The grouping approach based 
on ECC mostly adopts the idea of tag mutual signature and 
is a sequential processing process. Grouping proof effi-
ciency inevitably reduced if there are too many tag group 
members. Table 2 illustrates the comparison between the 
protocol proposed in this paper and other schemes based 
on ECC. 

Table 2 
 Comparisons of ECC-Based Grouping-Proof Protocol 

 
 Batina [6] Lv [7] Ko [8] Lin [9] Proposed 

Untraceability × √ × × √ 
Resist impersonation attack × × × × √ 
Authorization × × × × √ 
Scalability √ √ √ √ √ 

 
Conclusions.With the continuous expansion of RFID ap-

plication, the demand for tag grouping proof protocols is also 
growing. Security and efficiency flaws have been identified 
in existing grouping proof protocols through our analysis. On 
this basis, this paper proposes a highly reliable RFID group 
tag verification protocol, which can simultaneously verify 
multiple tags in an effective and secure manner within a 
short time. Comparatively speaking, link grouping proof pro-
tocol based on ECC has far lower generation efficiency than 
broadcasting grouping proof protocol. This paper has elabo-
rated on this protocol, analyzed its security features, and 
compared it with existing grouping proof protocols based on 
ECC in detail. As revealed by the findings, the protocol de-
signed in this paper is able to meet the security requirements 

of grouping proofs and is highly reliable with guaranteed ac-
curacy and security. 
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Мета. Із широким вживанням систем радіочасто-
тної ідентифікації стало актуальним завдання розро-
бки ефективних і безпечних протоколів радіообміну. 
У результаті аналізу існуючих протоколів обміну си-
стем радіочастотної ідентифікації для вирішення за-
вдань забезпечення конфіденційності, безпеки та 
ефективності, запропонований новий протокол на 
основі еліптичної криптографії.  

Методика. Деякі протоколи на основі еліптичної 
криптографії не можуть протистояти атаці шляхом під-
міни учасника та іншим поширеним видам атак, оскіль-
ки в них відсутня аутентифікація зчитуючого та переві-
рочного пристроїв, або ж зчитувач і верифікатор можуть 
бути невідомого походження, крім того зловмисник мо-
же сформувати набір атак, активно запрошуючи мітки, 
аби обдурити справжній зчитувач і верифікатор.  

Результат. У статті зроблена спроба детального ви-
кладу етапів ініціалізації, авторизації, генерування підт-
вердження та його верифікації для нового протоколу 
обміну, а також аналізу протоколу на конфіденційність, 
непростежуваність, забезпечення анонімності зчитую-
чого пристрою та міток, авторизації, аутентифікації й 
тому подібне. 

Наукова новизна. Порівняно з існуючими протоко-
лами обміну на основі еліптичної криптографії, запро-
понований протокол дозволяє здійснювати авторизова-
ний доступ і взаємну аутентифікацію міток, зчитувачів і 
внутрішніх серверів. 

Практична значимість. Аналіз результатів показав, 
що новий проект протоколу відповідає вимогам безпеки 
та конфіденційності, що пред'являються до протоколів 
обміну систем радіочастотної ідентифікації, демонстру-
ючи при цьому велику універсальність і ефективність 
порівняно з аналогічними протоколами. 
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Цель. С широким применением систем радиочас-
тотной идентификации перед учеными стала актуальной 
задача разработки эффективных и безопасных протоко-
лов радиообмена. В результате анализа существующих 
протоколов обмена систем радиочастотной идентифи-
кации, для решения задач обеспечения конфиденциаль-
ности, безопасности и эффективности, предложен новый 
протокол на основе эллиптической криптографии.  

Методика. Некоторые протоколы на основе эллип-
тической криптографии не могут противостоять атаке 
путём подмены участника и другим распространенным 
видам атак, поскольку в них отсутствует аутентифика-
ция считывающего и проверочного устройств или же 
считыватель и верификатор могут быть неизвестного 
происхождения, кроме того злоумышленник может 
сформировать набор атак, активно запрашивая метки, 
чтобы обмануть подлинный считыватель и верификатор.  

Результат. В статье предпринята попытка подробно-
го изложения этапов инициализации, авторизации, гене-
рирования подтверждения и его верификации для ново-
го протокола обмена, а также анализа протокола на 
конфиденциальность, непрослеживаемость, обеспечения 
анонимности считывающего устройства и меток, авто-
ризации, аутентификации и т.п. 

Научная новизна. В сравнении с существующими 
протоколами обмена на основе эллиптической крипто-
графии, предложенный протокол позволяет осуществ-
лять авторизованный доступ и взаимную аутентифика-
цию меток, считывателей и внутренних серверов. 

Практическая значимость. Анализ результатов по-
казал, что новый проект протокола отвечает требовани-
ям безопасности и конфиденциальности, предъявляе-
мым к протоколам обмена систем радиочастотной 
идентификации, демонстрируя при этом большую уни-
версальность и эффективность в сравнении с аналогич-
ными протоколами. 

Ключевые слова: протокол обмена, авторизация, 
аутентификация, взаимная аутентификация, эллипти-
ческая криптография, радиочастотная идентификация 
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