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KurouoBi cioBa: mexcmoH, 3mMiHa mekcmypu,
XAOMUMHUI OUHAMIMHULL pedcumM, eHmponis noodi-
O6HOCmi, uacoai psidu, 3nauenHs cyb300padicets

Ilenn. binaromapsi cBoeMy pa3zHOOOpa3uio, TEK-
CTOH CBapOYHOTI0 N300pakeHMUs MaJo 3aMeTeH, U -
¢ eKThI CBapKU TPYAHO OOHAPYKUTh aBTOMAaTUYECKM.
Lenb naHHO# pabOThI 3aKJlOUaeTCsl B ONpeaeaeHUn
TeKCTYPHBIX M3MEHEHUI Uu300paXkeHUsl CBapHOIO
1IBa 151 OOHapykeHus1 nedeKTOB CBAPKU U OIpeae-
JIEHUU ONTUMAJbHOIO YMCJIa 3J€MEHTOB, B YaCTHO-
CTU, B XaOTUYHOM JMHAMUYECKOM pexXume.

Metoauka. TekcTypa XxapakKTepusyeTcsi dHTPO-
nueit momnoodusi, KoTopasi pacCUMThIBaeTCs B (ha30BOM
npocTpaHCcTBe. BpeMeHHbIe psiibl pEKOHCTPYUPYIOT-
Cs1 C DHTpOMNMUEH 3HAYCHUI CyOn300pakeHU 151 BbI-
0opa M3 COOTBETCTBYIOILIMX MAapaMETPOB TEKCTYPHI.
IIpuMeHsIsT XaOTUUECKYIO TEOPUIO, Mbl TPEMIOXUINA
METOJ1, TOMCKA 30HbI PE3KUX TEKCTYPHBIX UBMEHEHMUIA.

PesyabraTsl. CHavyaga Mbl OJIyYaeM SHTPOIIUIO
noaooust B ¢ha30BOM IMPOCTPAHCTBE, a 3aTeM, C I10-
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MOIIbIO METOMA MOUCKA 30HBI UBMEHEHUI TEKCTYPbI
HEPOBHOCTEH, Mbl HAXOAUM 00JIaCTh U3MEHEHMUST CO-
OTBETCTBYIOIIIEI TEKCTYPHI.

Hayunas noBuzna. Hamu nipoBeneHo uccieno-
BaHME OOJAaCTU PEe3KUX TEKCTYPHBIX W3MEHEHUIA.
PaccMoTpeHa pekOHCTPYKIIMSI TIPUHLIMIIA BPEMEH-
HBIX PSIZIOB, DHTPOTUSI MOAO0OUST OMpeneIeHUs TOPO-
ra MyTaluu.

IIpakTuyeckas 3HaumMocTh. Ha mipakTuke,
BO3MOXHO DPEKOHCTPYUPOBATh BPEMEHHBIE PSIIbI C
9HTpoNuel 3HaUeHU cyOu3o0paKeHuid Ha epBOM
9Tare, 3TU pe3yabTaTbl HAMHOTO 00Jiee TOUHBI B 30HE
PE3KUX TEKCTYPHBIX U3BMEHEHUIA.
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Purpose. In order to improve the effect of image copyright protection and detect whether an image is tam-
pered illegally, we introduce an image copyright protection and tampering detection scheme of ROI (Region of
interest) image based on image feature sequence in NROI (Non Region of interest) image. We have evaluated this
scheme with some performance measures and the results show it is effective.

Methodology. We formulate the scheme using the copyright watermarking and the fragile watermarking. With the
deep learning, memristor chaos, Arnold transform and extend zigzag transform, the watermarkings are generated and
embedded into ROI image in DCT (Discrete cosine transform) domain using the feature sequence of NROI image.

Findings. We first completed the division of ROI and NROI image and get the feature sequence of NROI im-
age using deep learning and memristor chaos. Then by using the sequence and some methods such as Arnold
transform, we obtained the scrambling copyright watermarking and the new fragile watermarking of each image
grouping and embedded them into ROI image.

Originality. We realize the extraction of image feature sequence in NROI image using deep learning and
memristor chaos. It is applied to generate and embed the scrambling copyright watermarking and the new fragile
watermarking into ROI image. The research on this aspect has not been found at present.

Practical value. We have completed some validation experiments with some performance measures. The results
show it can completely satisfy the need of secure transmission. This scheme features strong robustness and security.

Keywords: image feature, image protection, tampering detection, copyright, memristor, deep learning
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Introduction. With the development of informa-
tion technology, the application and development of
computer network has brought great convenience to
the transmission of image. As a result, the secure
transmission of image over the internet has become a
common interest in the fields of research and applica-
tion. The traditional solution is to use image encryp-
tion, but the effect of protection disappears after re-
ceiving and decrypting. And image encryption is not
conducive to communication and displaying. It also
cannot solve the problems of piracy, infringement and
arbitrary tampering [1].

In order to solve these problems, digital water-
marking technology has been widely used for copy-
right protection [2] and tampering detection [3—4],
which plays a certain role in ensuring the security of
the image. Furthermore, there are many research
findings with the architecture of combining copyright
protection and tampering detection [4]. The general
deficiencies or flaws of these algorithms are summa-
rized as follows:

1. The key for watermarking is independent of the
image. The addition of image feature can greatly im-
prove the security of the algorithm, but many algo-
rithms do not use the image feature. Since the princi-
ple of the algorithm is to embed copyright watermark-
ing or fragile watermarking into the image, the re-
quired original image feature may be damaged by the
new information. In order not to harm the required
original image feature information, the selected fea-
ture of some algorithms may be less important or rep-
resentative.

2. Some algorithm can be further optimized in the
protection region. If the information content of a pic-
ture is relatively large, the processing of the entire im-
age is bound to consume amount of computer resourc-
es and time. However, not every place is important
in reality and people only need to focus on ROI image
[5—6] in some industries and fields. For instance, if
the ROI image may be modified or copyright of image
is broken, it must be retrieved and not used any longer.
But the image is available when the watermarking of
ROI image is correct. So image protection is the focus
of copyright protection and tampering detection of
ROI image.

According to the analysis and research, the paper
introduces an image copyright protection and tamper-
ing detection scheme of ROI image based on image
feature sequence in NROI image. The scheme extracts
feature sequence from the NROI image using deep
learning and memristor chaos, the feature is used for
image copyright protection and tampering detection
in ROI image. This scheme can not only combine
copyright protection and tampering detection using
feature sequence, but also has the advantages of easy
implementation, high security and high sensitivity.

Related working. Deep learning. In 2006, Hin-
ton proposed the concept of deep learning, which suc-
cessfully solves time consuming problem for large scale
data computation and has high precision. The deep
learning has been successfully applied to a variety of
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problems in artificial intelligence research, especially
in image processing, voice recognition and analysis of
intelligent network [7].

Deep learning can be used for image feature and
the purpose of deep learning is just the feature learn-
ing. In order to discover the distributed feature of data,
the abstract high-level features can be obtained from
the low level features using deep learning to construct
a machine learning model with many hidden layers.
So, the deep learning algorithm is very suitable to ex-
tract feature sequence of the NROI image in this pa-
per.

Deep learning has a lot of algorithm models, such
as RBM (Restricted Boltzmann Machine) and DBN
(Deep Belief Network) [8]. The basic equations of
RBM are shown as equations (1—4).

E@wh)=- Y, av,— Y, bh, zvh/w”

ie visivle Jjehidden

Where w; ; are the connection weights between vis-
ible layer node v; and hidden layer node #4;, a; and b;
respectively are the bias value for v; and /4;. The joint
probability between v and /4 is shown as follows

I re
poh)=—e Fen, (2)

where Z is a normalization factor and the value is ob-
tained as follows

Z=Yetun, (3)
v,h

where probability distribution function of v is obtained
as follows

—E(uh)

PQ)= ZP(U h) Z C))

RBM is not the best way to capture image features.
DBN is usually composed of multiple RBM overlays;
it adopts unsupervised training method and has better
performance of reduction dimension than RBM.
DBN uses the way of training by layer by layer. DBN
and RBM can both be used for image feature sequence
extraction. In this paper, the DBN is used to extract
feature sequence form the NROI image, which has a
better feature extraction capability than a single hid-
den layer.

Memvristor. The memristor is a kind of variable re-
sistor with memory function, which can be controlled
by the external voltage. The memristor chaos is differ-
ent from general chaos. It can not only change with the
parameters, but also depends on the initial value.
Starting from 1971, Leon 0 Chua, who is a nonlinear
circuit expert in University of California, Berkeley,
first proposed and studied the memristor form in the
paper “Memristor — The Missing Circuit Element”. It
attracts more and more attention of researchers. Since
the chaotic equation of the memristor can be obtained
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by different memristor elements or changing circuit,
many research findings in Memristor chaos based on
different memristor elements or changing circuit have
been constantly emerging [9—10].

The most important characteristic of the memris-
tor chaos is nonlinearity, which is very easy to produce
a chaotic oscillation signal. The memristor chaos also
has other characteristics, such as randomness and sen-
sitivity, so it is suitable to use in image copyright pro-
tection and tampering detection. The selected circuit
of memristor is shown as follows (Fig. 1)

According to the volt ampere characteristics of
resistance, capacitance and inductance compo-
nents, the differential equations of three state vari-
ables can be obtained using Kirchhoff voltage and
current law

dUCl — Ucl + UCZ _f(Ucl)
dt RC, RC, C,

dUcZ — Ucl UCZ _i (5)
dt  RC, RC, C,’

di v ri
S T T

dt L L

where v, and v,, respectively are the voltage of capaci-
tance C; and C,, i, is the current of inductance L.

According to the method of memristor chaos de-
scribed in above, the sequence P{P,, P,,..., P, ...} is
generated by using initial values and parameters in this
paper.

Algorithm. Division in nroi and roi image. In
the scheme, image feature sequence of NROI image is
needed to use in image copyright protection and tam-
pering detection scheme. It is important to divide the
image into NROI and ROI because different divisions
will bring about different results. In order to protect
ROI image safety and integrity, it may be necessary to
enlarge ROI image. The main method of division is
described as follows (Assume the size of image is
M x N):

1. Consider whether the ROI image meets the re-
quirements, because ROI image can be of any shape
and it will be grouped in the later operation. So it is
necessary to make sure whether the ROI image
meets rule of grouping. If the original ROI image is
not rectangle, the new ROI image will become the
smallest rectangle including the original ROI image.

G, C
— g L =WV Ry

Vn

v

Fig. 1. The circuit of memristor
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Then it is necessary to test whether the length and
width are all divisible by 8. If it is satisfy, the next step
is to go to (4), otherwise go to (2).

2. Adjust the ROI image. It must satisfy that ROI
image is rectangle and the length and width are also
divisible by 8. So the new ROI image is established as
follows: Assume that the coordinates of the 4 points
of the rectangle respectively are A;(x,, y;), A>(x;, V1),
As(xy, ¥1), As(x,, ¥5), and the distances to the image
edge respectively are a, b, ¢ and d. It is shown in
Fig. 2.

3. Generate a,, b, ¢, and d; (They are positive in-
teger and less than 6, which cannot exceed the edge of
the image) using memristor chaos. Then adjust the
values to satisfy the following equations

d((x, - x, +1),8) =0
{mo ((x, —x, +1),8) ©

mod((y, —y, +1),8)=0

If the first equation of (6) is not satisfactory, the
position of X coordinates A; and A; may respectively
change to x; — b, and x, + d;, The method is shown as
follows:

b =0; d, =ob_mivalue();

while (mod((x, +d, —x, +1),8) <>0& &

((x, +d,) < M)

{d =d +1;}

b, =ob_mivalue();

while (mod((x, +d, —(x, —,)+1),8) <>0& &

((x,+d))=M))

{b1 = b1 - 17}9
where the function of ob_mivalue(...) is obtaining
the value b, according the memristor chaos and re-
quirement. In the same way, if the second equation

of (6) is not satisfy, position of Y coordinates A; and
A, may respectively change to y; — @, and y, + ¢;. So

Io) Y
D
Al(xlq.)/]) Az(xl,J’2)
a | C—>]
A3(x2, y1) T A4x2. 7))
|
X

Fig. 2. Division in NROI and ROI Image
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the new edge coordinates are Aj(x, — b, y; — a,),
Ay(x; = by, yy+¢)), As(x, + dy, ¥, — ay) and Ay(x, + d,
yatey).

4. Obtain the new ROI image A”.

Image feature sequence. Image information is
abundant and image feature has no uniform or pre-
cise definition, so there are many feature types such
as color feature, texture feature, shape feature, and
spatial relation. In order to improve the security of
scheme, each image need have different keys, so it is
necessary to extract image feature as the keys. Be-
cause part of feature may affect the effect of the im-
age copyright protection and tampering detection,
some algorithms extract a less significant feature in
some papers.

However the original image is divided into two
parts (NROI and ROI) in this paper. Any feature,
which is extracted from NROI image, has no effect on
image copyright protection and tampering detection
of ROI image. So this paper does not use single image
feature.

In this paper, the NROI image is trained using a
deep learning model to generate the weight values of
NROI image, the weight values and the sequence of
memristor chaos are combined to the sequence as im-
age feature sequence. The detailed process is described
as follows:

1. Determine the number and the order of the
NROI image. The NROI image may be divided into
several pictures in some cases such as the image is cut
to two pieces by the ROI image, and then the order of
NROI image is needed to arrange into the deep learn-
ing.
2. Initialize the number of layers and neurons in
each layer. And weight values between neurons from
adjacent layers are initialized according to the initial
key (the decimal portion of partial sequence of P{P,,
P, ..., Py,..}).

3. The NROI image (One or more images) is used
to train this model, and the sequence L{L,, L,,...,
L,, ...} is generated by weight values from deep learning
which may be selected and sorted using memristor se-
quence.

4. In order to ensure the randomness of the middle
weight values, the new sequence L{L/,L;,---,L],--}
can be obtained by using P{P,, P,, ..., P;,...} and L{L,,
L,,..., L, ...} according to Equation (7)

L'=mod((P,+ L,),10). (7

Watermarking. The copyright watermarking.
Image copyright watermarking is relatively simple
(0-1 sequence). In order to improve safety and robust-
ness of copyright watermarking, the watermarking
needs to be pre-processed before using it. According
to Arnold transform, matrix transform, the sequence
LAL,L;,---,L,--} described in section 3.2 and input
parameters, the new watermarking sequence is gener-
ated as follows:

1. Input the watermarking image B (m xm), s1(The
starting position of the sequence L'{L/,L;,---,L/,---}),a
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and b(a and b are parameters of Arnold transform).

2. Initialize the Arnold transform and complete the
first Arnold transform to generate the new copyright
watermarking B’, the number of Arnold transform is
timel

{timel =mod(round (L, x10"),(cts —3)) ®)

time2 = mod(round(L/,,, x10'),(cts—3))’

where cts is the cyclic periodic of Arnold transform
when the size of image is m x m. Arnold transform has
periodicity and the time Arnold transform needs to
avoid the cycle number, so timel € [3, cts — 3]. If timel
is less than 3, fimel is equal to 3. The requirements of
timel and time?2 are the same.

3. Generate the new watermarking C from B’ us-
ing image grouping and exchange. The method is as
follows: The image is divided into 4 parts (B71,, B7,,
B’ and B’,), the number of exchange is 24. But it
only has 4 choices in this paper: Non-exchange,
horizontal-exchange, vertical-exchange and diago-
nal-exchange. So according to the input parameter,
the new watermarking C is generated by image ex-
change.

4. Complete the second Arnold transform to gen-
erate the new watermarking image D according to
time2.

5. Transform D to a one-dimensional sequence
D'{D, D>, ..., D), ,} using matrix transform.

The fragile watermarking. The tampering detec-
tion of image is mainly achieved by the fragile water-
marking, which is very sensitive in contrast to the copy-
right watermarking. It is mainly used to ensure the in-
tegrity of the image. When authenticating each image
grouping of the ROI image integrity, the embedded
fragile watermarking is extracted from the next image
grouping for comparison with the generation water-
marking to identify whether the image grouping has
been tampered. So the generating procedure of the
fragile watermarking is important. The detail is shown
as follows:

1. Input the ROI image A” and the parameter km.

2. The image A" is divided into sub grouping ac-
cording to the size of . The DCT coefficient matrix of
each image grouping can respectively be obtained after
the DCT transform and quantization.

3. According to DCT coefficient matrix, the fragile
watermarking of each grouping image can be generat-
ed by some low frequency coefficient. The process of
obtaining is shown as follows.

First, according to the sequence value, 4, ,, can be
obtained using the Equation (9). Then the zigzag tra-
versal method of the frequency coefficient is solved by
the value of &

s+m*

hy. »=mod (round (L), + , % 10°+ P,), 4), (9)

where m is the m-th image grouping. P,, is the m-th
value of sequence P{P,, P, ..., P;,...}.

Second, according to zigzag traversal method,
the fragile watermarking of A”(m) is obtained as fol-
lows
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block.A!.(m)=mod((m+
+round(A”(1,1)/ O(1,1)) +
+round(A”(2,1)/ O(2,1)) -
—round (A (1,2) / O(1,2))+---+
+P,)*10°,256)

block. A" (m)=mod((m+
+round(A”(1,1) / O(1,1)) +
+round(A”(1,2) / O(1,2)) -
—round(A!(2,1) / O(2,1))+---+
+P,)*10°,256)

; (10)

where block.A!.(m) is the fragile watermarking of
m-th image grouping, Q(i, j) is quantization step,
A”(i, j) is the low frequency coefficient according to
zigzag traversal method. The number of A”(i, j) is 5 to
10, which is solved by the following equation

x10'°),6). (11)

count, =5+ mod(round (L,

km+m

Accord to Equation (10), the bit of the fragile wa-
termarking is 8. But too much information is easy to
reduce the resolution ratio of ROI image, so the bits of
* (m) are reduced to

fragile watermarking block.A.,
4 bits using the following Equation (12)

bit.A..(m) = bitxor (bitand (7,block.A..(m)),

inf 12
bitshift(bitand (240,block . A’ (m)),—4)). (12
The procedure of algorithm.

1. Input the original image A, the copyright water-
marking B and the parameters.

2. Divide entire image into NROI and ROI image
and scan NROI image to obtain image feature se-
quence L{L}, L5, ..., L}, ...} using deep learning and
memristor chaos according to the methods described
in section 3.1 and 3.2.

3. Generate copyright watermarking sequence
D{Dy, D5,..., D), ..} according to the method de-
scribed in section 3.3.1.

4. Divide the ROI image into sub grouping accord-
ing to the size of . The DCT coefficient matrix of each
image grouping can respectively be obtained after the
DCT transform and quantization.

5. Generate the fragile watermarking according to
the method described in section 3.3.2 and together
with the copyright watermarking sequence D’{D7,

% ..., D), o ,n} to embed into the intermediate and
high frequency coefficient of the DCT matrix of the
next grouping. The method is shown as follows.

First, it is necessary to decide whether the copy-
right watermarking is embedded into the next ROI im-
age grouping. There is no more than 1 bit embedded
into the next ROI image grouping, but not each group-
ing needs the copyright watermarking, which can be
determined by the value of l'nt_L;’.
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if (stremp((int_L;(3:4)),'01") ||
(!stremp((int_L;(3:4)),'01) & &
(!stremp((int_L;_(3:4)),'01"))))

insert _wking(blo_img(g),bit. A (g -1),D’(i));
g=g+1 i=i+];

else

insert _wking(blo_img(g),bit. A (g -1));
g=g+1l;

end,

where value of int_Ly is from the Equation (13), L} is
the g-th value of sequence L’{L}, L5, ..., L},...} and gis
the integer, the function of insert wking() is embed-
ding the fragile watermarking and copyright water-
marking (If there is not copyright watermarking D’ (i)
in the parameters, 1 bit of copyright watermarking is
not embedded into the image grouping.) into image
grouping of ROI image, blo _img(g) is the g-th image
grouping of ROl image, bit.A”.(g—1) isthe (g—1)-th
fragile watermarking described in section 3.3.2 and
D’(i) is i-th one-dimensional sequence D’{D1, D5, ...,
D;n X m}

int_Ly=dec2bin(mod (((Ly—
— round (L})) * 10'%), 256)). (13)

So, there is 4- or 5-bit watermarking (the 4 bits
fragile watermarking and O or 1 bit copyright water-
marking) in each block of ROI image.

Second, it is needed to decide the embedded po-
sition of the next image grouping of ROI image. Ac-
cording to the zigzag traversal method described in
section 3.3.2, the embedding coefficient position is
eleventh to thirty-sixth values, which is intermedi-
ate and high frequency coefficient in each image
grouping. Selection method is adopted by Equa-
tion (14)

pos; = (mod (round (L}, ;x 10"), 26) + 11), (14)

where pos; is a coefficient position of embedded water-
marking according the zigzag traversal method and i < 5.

Finally, according the value of watermarking and
the embedded position, the watermarking is embed-
ded into the image grouping.

6. Complete the IDCT transform in the image
grouping, and the new ROI image, which has the
copyright watermarking and the fragile watermarking
is generated, is obtained.

Experiments and analysis. In order to check the
effect of image copyright protection and tampering
detection, some experiments have been done. The ex-
perimental platform is windows 7 and Matlab R2014a.
The original image used in the experiment is shown in
Fig. 3, a (Barbara, the size is 512 x 512) and the water-
marking is shown in Fig. 3, b (the size is 32 x 32). The
image copyright protection and tampering detection
scheme is described in this paper.
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Fig. 3. The original image:

a — the original image; b — the copyright water-
marking; ¢ — the ROI image

1. Experimental result.

The initial keys of memristor chaos are chosen ran-
domly between —1 and 1, so the sequence P{P,, P, ...,
P,, ...} is obtained by function ode45() of runge-kutta
method. In the experiment, the starting position of
each sequence could be adjusted especially for the fea-
ture sequence L(L,, L,, ..., L;,...), the sequence of the
memristor P{P,, P,,..., P,...} and sequence L’{L],

5, ..., L, ...} which is generated by describing in sec-
tion 3.2.

The original ROI image of Fig. 3, a is thought in
the upper right corner, which is a triangle with length
256 px and height 256 px. So the new ROI image is a

Fig. 4. The scrambling watermarking (a); the ROI
image after embedding the watermarking (b)
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Fig. 5. Sensitivity test:

a — the image after embedding the watermarking;
b — the another ROI image after adding the water-
marking

square 256 px long and high after the division of re-
gion, which is shown in Fig. 3, ¢. The PSNR of
Fig. 3, ¢is 27.3620 according to the equations of PSNR
as following

_ (2n_1)2 ]
PSNR-IOxloglO(—MSE j (15)
1 m=1 n-1 L L
MSE=——YS1G.)-KG@)f.  (6)
mn i i

The NROI image of Fig. 3, a was inputted into the
deep learning algorithm, and the watermarking was
changed into Fig. 4, a after the Arnold transform and
matrix transform.

Finally, the new ROI image after embedding the
copyright watermarking and the fragile watermarking
is shown in Fig. 4, b (PSNR = 26.4157) and the entire
new image is Fig. 5, a. Compared to the original image
Fig. 3, a, the quality of Fig. 5, a has declined in the
ROI image. But with the naked eye the effect of the
entire image is almost of no influence.

1. Sensitivity testing.

In another experiment, parts of parameters are
modified such as the position of watermarking, the
other new ROI image after embedding the copyright
watermarking and the fragile watermarking is shown in
Fig. 5, b (PSNR = 26.9195). Compared to Fig. 3, ¢,
Fig. 4, b and Fig. 5, b, the PSNR respectively are
27.3620, 26.4157and 26.9195. So the scheme will have
different effects on the ROI image using different pa-
rameters for the watermarking.
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Fig. 6. Shear test:
a — shear ROI image; b — the recovering water-

marking of (a); ¢ — another shear ROI image; d —
the recovering watermarking of (c)

2. Shear effect.

In order to check the effect of the watermarking, the
copyright watermarking and fragile watermarking are
tested separately. After the experiment of copyright wa-
termarking extraction, it is confirmed that there is no
difference between the original copyright watermarking
and the extracted copyright watermarking in Fig. 4, b or
Fig. 5, b. In another experiment, the recovery effect of
copyright watermarking is also tested using the sheared
ROI image after embedding the copyright watermark-
ing, the effect of shear is shown in Fig. 6, @ and Fig. 6,
¢, the recovery effects of copyright watermarking are
respectively Fig. 6, » and Fig. 6, d. According to the
experimental results, the shear has certain influence on
extraction of copyright watermarking, but copyright in-
formation can still be identified. So the copyright wa-
termarking in the scheme has strong robustness.

The fragile watermarking can also be detected ac-
cording to the location where it is modified. And the
modification part can be replaced with another mark.
The effect of mark is consistent with the sheared part,
so it gives unnecessary details no longer. It is worth
mentioning that, if some value is modified in the ROI
image grouping, the scheme will also mark itself entire
grouping according to division of image grouping.

3. Key space analysis.

In the scheme, there are many steps to complete
the algorithm, such as the generation of chaotic se-
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quence, feature extraction, image division, generation
and embedding of watermarking. In each step, there
are one or more arguments or parameters and some of
them have a large range. So, the scheme has huge key
space and has high security.

Conclusions. A novel ROI image copyright pro-
tection and tampering detection scheme based on
DCT and image feature has been obtained by deep
learning and memristor chaos. The scheme could
achieve satisfactory results in image copyright protec-
tion and detect whether an image is tampered illegal-
ly, and has the advantages of easy implementation,
high security and high sensitivity. It is practicable and
reliable to be applied to the application in copyright
protection and tampering detection.
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Merta. g moKpaiieHHS pe3yIbTaTy 3aXUCTY aB-
TOPCBHKHX IIpaB Ha 300pakeHHS Ta BUSHAYCHHS, U1 €
300pakeHHSI HE3aKOHHO cdaibcudikoBaHO, MU
MPOIIOHYEMO BIiAMOBimHY cxeMy BusiBieHHs ROI
(obmacTi iHTepecy) 300pakeHHsSI Ha OCHOBIi ITOCITi-
noBHocTi o3HaK B NROI (He oGnacti iHTepecy) 30-
OpaxkeHHsl. MU OLIIHWIM 1[I0 CXeMy 3a JeKiJibkoMa
KPUTEPISIMU, a pe3yJIbTaTU MiATBEPAUIN 11 e(DEeKTUB-
HIiCTb.

MeTtoauka. 3anpornoHOBaHa Cxema, IO BUKO-
PUCTOBYE IS 3aXUCTY aBTOPCHKUX TIpaB BOASHUN
3HaK i KpUXKUHW BOASTHUI 3HAK. 3a JOTIOMOTOIO [JIK-
OMHHOTO HaBYaHHSI, MEMPUCTOPHOIO Xaocy, mepe-
TBOPEHHST APHOJIBIA Ta PO3MIMPEHOIO 3UT3ar-Imepe-
TBOPEHHSI, BOMSIHI 3HaKW TCHEPYIOThCS 1 BOYIOBY-
IOThCs B 00J1aCTh iHTepecy 300paxeHHs y DCT (nuc-
KPEeTHE KOCHHYC-TIEpETBOPEHHSI) TOMEH 3 BUKOPHUC-
TaHHSM TIOCJIiIOBHOCTI OCOOJIMBOCTEl 00acTi 30-
OpaxkeHHsI, 1110 He LiKaBUTb.

PesynabraTn. Cnioyatky 37ilICHIOEMO pO3MdiJieH-
Hs1 ROI Ta NROI 300paxeHHs ii OTpUMY€EMO MOCTi-
noBHicTh 03HaK NROI 306pakeHHsI, BAKOPUCTOBY-
0o4M MIMOMHHE HaBYaHHS Ta MEMPUCTOPHUI Xaoc.
IToTim 32 1OMTOMOTOI0 MOCHiIAOBHOCTI I AESIKUX Me-
TOMIB, TAKUX K ITIEPETBOPESHHS APHOIbAA, MU OTPH-
MYEMO CKpeMOJIbOBaHi BOISIHI 3HAKU 3aXUCTy aB-
TOPCHKOTO IMpaBa Ta HOBiI KPUXKi BOASIHI 3HAKM KOX-
HOI TpyIu 300pazkeHb i BpoBamkyeMo ix y ROI 30-
OpakeHHsI.

HaykoBa HoBH3HA. 3apoIrIOHOBaHE BUTSATaHHS
MOCJiI0BHOCTI 03HaK 300paxkeHb y NROI 300pazkeH-
HsI, BAKOPHMCTOBYIOUM MIMOMHHE HAaBUYaHHS Ta MEM-
puUCTOpHUi xaoc. BiH 3acTOCOBY€EThCS 1151 TeHepallii
Ta BIIPOBAIKEHHSI CKPeMOJIbOBAaHUX BOASTHUX 3HAKIB
3aXMCTY aBTOPCHKOTO IPaBa Ta HOBUX KPUXKUX BOISI-
Hux 3HaKiB y ROI 300paxeHHs.

IlIpakTuyna 3HaummicTb. [IpoBeneHi skcrepu-
MEHTH 3 TIEPEBiPKOIO MOKA3HUKIB €(peKTUBHOCTI I10-
Ka3yloTh, 110 MHoTpeba Oe3reyHol Iiepenadi Moxe
OyTM TIOBHIicCTIO 3ad0BoJjieHa. Lls1 cxema Mae BUCOKY
HaOilHICTh i1 0e3IeKy.
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KumouoBi ciioBa: oznaxa 300pasxceHns, 3axucm
300padicensb, 6usBAeHHs Ganvcuikauii, aemop-
cbKe npaso, MemMpucmop, 2AuOUHHe HA6YAaHHA

Ilenn. /Insg yny4yiieHus pesysibTaTa 3alllUThl aB-
TOPCKUX TIpaB Ha N300pakeHUe U OIpeaeIeHUs, SIB-
JIsIeTCs M u300pakeHue He3aKOHHO (albCU(PULIM-
pOBaHO, Mbl MpemiaraéM COOTBETCTBYIOILYIO CXEMY
oboHapyxkeHuss ROI (ob6iactu nHTepeca) nzoodpaxe-
HUSI Ha OCHOBE MOCJIeI0BATEILHOCTU MPU3HAKOB B
NROI (He oGnactu uHTepeca) uzobpaxkeHusi. Mbl
OLIEHWJIA 3Ty CXeMY IO HECKOJbKUM KPUTEPUSIM, U
pe3yabTaThl MOATBEPAWIH €€ 3(HDEKTUBHOCTD.

Mertomuka. [IpemioxeHa cxema, UCIIOIb3YIOIIast
IIJISI 3aIIMTHI aBTOPCKUX TIpaB BOMSHOM 3HAK M XPYTI-
Kuii BomsiHO 3HaK. C ITOMOIIBIO TITyOMHHOTO 00y4e-
HMSI, MEMPUCTOPHOTO Xaoca, npeobpa3oBaHust Ap-
HOJIbIa M PaCIIMPEHHOTO 3Ur3ar-mpeodpa3oBaHUs,
BONSIHbIE 3HAKM TEHEPUPYIOTCS M BCTPaMBAIOTCS B
obnacth nHTepeca uszoopaxenusi B DCT (muckpet-
HO€ KOCHUHYC-TIpeoOpa3oBaHue) JOMEH C UCIOJIb30-
BaHUEM TOCJIEI0BATEIbHOCTU OCOOEHHOCTEe He MH-
Tepecylolleit 00J1acTU U300paKeHUsI.

Pesyabrarnl. CHavyama OCyIIECTBIIsIEM pasjiesie-
Hue ROI u NROI uzobpaxeHus v noiyvyaem mocie-
noBateabHOCTh ITpU3HakKoB NROI uzo0paxeHus, uc-
MOJIB3YST TIIYOMHHOE OOyYeHHEe W MEMPHCTOPHBIN
Xaoc. 3aTeM ¢ TTOMOIIIBIO TTOCIIEI0BATEIIbHOCTU U HE-
KOTOPBIX METOIOB, TAaKMX KaK IpeodpazoBaHue Ap-
HOJIBIIA, MBI TTOJIy9aeM CKpeMOIMpOBaHHbIC BOASHBIC
3HAKHU 3allIMThl aBTOPCKOIO MpaBa U HOBbIE XPYITKHUE
BOASIHbIE 3HAKM KaXXJOH TPYyIMbl M300pakeHUuil u
BHenpsieM ux B ROI uzobpazkeHusl.

Hayuynas woBusHa. [IpemioxeHo u3BJIeUYeHUE
MOCJIEIOBATEIbHOCTU TIPU3HAKOB M300paXkeHUil B
NROI uzobpaxeHust, UCOJb3ys TTyOMHHOE 00y4e-
HUE€ W MEMPUCTOPHBINA Xaoc. OH MpUMEHSIETCST IS
reHepaly U BHEIPEHUS CKPeMOJIUPOBAHHBIX BOISI-
HBIX 3HAKOB 3aIllMTHl aBTOPCKOTO IIpaBa W HOBBIX
XPYIKHUX BOISTHBIX 3HaKOB B ROI nzobpakeHusl.

IIpakTuyeckass 3HA4YMMOCTb. [IpoBeneHHbIE
SKCIIEPUMEHTHI ¢ MPOBEPKOI Moka3aTeneil addek-
TUBHOCTM TOKAa3bIBalOT, YTO MOTPEOHOCTH Oe3orac-
HOII mepeaayrd MOXeT OBbITh IMOJHOCTBIO YIOBJIETBO-
peHa. Dta cxeMa obJiamaeT BbICOKON HAEeKHOCThIO 1
0e30MacHOCTHIO.

KimioueBble cioBa: npusnak uzoopaiycetus, 3a-
wuma uzoopasiceHuil, oOHapysceHue garvcupuxa-
yuu, aémopckoe Npaso, Mempucmop, eAyOuHHoe
obyuenue
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