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Purpose. To investigate the problems of system risk management in telecommunications in the Siberian region of 
the Russian Federation, specifics of the industry, its risk profile and risk management opportunities. 

Methodology. Qualitative and quantitative risk management, risk factors diagnostics and modeling of operational 
losses, Bayesian networks. 

Findings. Highlighted features of communication and Infocomm for risk management, their risk profile and risk 
management capabilities evaluated in a systematic manner. Determined when and how the possible qualitative and 
quantitative risk management, what the methods of management and gauges risk modeling capabilities perspective of 
risk situations are. In analyzing the Russian and foreign risk management practices in telecommunications, Cawthra 
shows the trend in the integration of risk management functions and automation of these functions in a single model the 
monitoring of the measuring complex to the nucleus in the center - Bayesian decision support technologies.  

Distinct specifics of the telecommunication sector risk profile are identified based on qualitative and quantitative 
risk management. Prospective for using Bayesian technologies at continuous risk management are determined. Availa-
ble experience of telecom companies in risk management is analyzed.  

Originality. Adequate description of efficient procedures for integrated risk management systems in the rapidly 
developing sector that would make a pronounced impact to the overall economy growth rate.  

Practical value. Methods and components of the risk management methodology will establish the basis for devel-
opment of automated integrated risk management systems in the telecommunications sector.  Such computing architec-
ture will effectively organize preventive risk-Management at Telecom. 
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Problem statement.1 Market success of a telecom-

munication company, its capacity to create competitive 
advantages, improve operational efficiency and, ultimate-
ly, increase its capitalization depends first of all on how 
successfully, fast and timely the company manages the 
complex of adverse threats and risks. 

Today executives of telecommunication companies un-
derstand better that risk management is quite a considerable 
part of strategic management aimed at creation of preven-
tive conditions for execution of enterprise management 
strategy being pursued at the given period of time. 

The  top telecommunication companies of a country 
that continuously improve the quality of corporate man-
agement lately began paying more attention to the enter-
prise risk control issues and already have achieved pro-
nounced results in this area. 

At the present time Russian telecommunication enter-
prises are ahead of other companies of non-financial sector 
in implementation of risk management. Mobile communi-
cations operators are the most active in this area, more 
than half of them have already been implementing ele-
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ments of risk management while others, about the third of 
all, are ready to commence this process in the next years. 

Risk management cannot be viewed as one-time deci-
sion or activity, even if it has been worked out in detail and 
seems to be justified. Risk management is dynamic process. 
This process is controllable if and only if the organization, 
simulation, measurement and methodology are in place. 

Identification of unsolved problem. Simulation / 
measurement and methodology provisions for risk man-
agement systems directly depend on the nature of groups 
of risks the company faces, on skills possessed by the 
personnel in using appropriate tools and on risk man-
agement culture.  

All risks encountered by telecommunication compa-
nies can be classified in the most aggregated version by 
the following types:  

- operational risks related to the operational activity, 
business process functions performed by the personnel; 

- financial risks associated with the financial activity: 
credit risks, market risks, liquidity, etc.; 

- strategic risks that arise in the course of the compa-
ny strategy definition, development and execution.  

We suggest that system risk management in infor-
mation and telecommunication companies shall be based 
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on a toolset engineered as a specially developed simula-
tion / methodological measurement complex that would 
enable the companies to solve primary risk management 
problems [1].   

Formulation of the objective of the study. This pa-
per is aimed at studies of capabilities and specifics of 
system risk management in telecommunication compa-
nies in terms of development of an automated simulation 
/ measurement complex for integrated risk management.  

To do so it was necessary to learn and answer a num-
ber of questions and solve the following theoretical and 
practical problems: 

- identify specifics of the industry, highlight its risk 
profile and evaluate capabilities for systematic risk man-
agement; 

- stipulate when and how qualitative and quantitative 
risk management can be arranged; 

- what the management methods and potential simu-
lation are? 

Presentation of the key material. The information 
and telecommunication industry in its contemporary in-
terpretation as a sector of production and social infra-
structure that consolidates telecommunication and infor-
mation technologies and generates a considerable range 
of services for the telecommunications market.  

The term “telecommunication market” is understood 
as the market of services such as: telephone services – 
local, long-distance, international phone communica-
tions, mobile communications, document communica-
tions, including data exchange, satellite communications 
and other continuously expanding communication ser-
vices (e.g., telecommunication channels leasing, etc.). 

Today the situation in the global telecom industry is 
driven by such key factors as: rapid growth of the mobile 
telecommunications segment, explosive expansion of the 
Internet, nearly discontinued growth of income of opera-
tors of conventional telecommunication services and fast 
development of liberalization, privatization and conver-
gence of wide range of services. 

Real boom is observed in the telecom sector: last years 
the overall growth of the telecom services providers' reve-
nues was about twice as high as the world economy growth. 

Traditionally the information and telecom industry 
grows faster than national economies. Information and 
revenues of the telecommunication companies have 
grown 7.6 times in the last 8 years; telecommunication 
services contributed 8.84 times and IT services grew 6.4 
times while, at the same period, GDP grew 5.5 times. 
Comparing the annual average increments of GDP 
(6.5%) and information/telecom services (25.8%) indi-
cates that the rate of economic growth of the information 
and telecommunications industry is almost 4 times great-
er than that of the national economy [3–4]. 

The causes of such fast growth rate can be explained, 
among other reasons, by the fact that contemporary envi-
ronment business activities depend on more and more 
up-to-date information received in a timely manner and 
on development of supporting telecommunication tech-
nologies. Transformation of the telecom industry is 
growing fast. From the era of dominance of powerful 

state monopolies the industry is approaching formation 
of the large, most competitive and dynamic market, 
penetrating new business processes in different enterpris-
es. The industry is changing rapidly and, merging with 
other industries, is heading to formation of the global in-
formation/telecommunication sector. 

Telecom companies face a variety of risks in their busi-
ness activities, ranging from those related to deficiencies in 
business processes to those strategic risks. Credit risks, mar-
ket risks and liquidity risks are also in this risk range [5–6]. 

The integrated system for management of the entire 
range of company risks allows for minimization of losses 
and damages and, also, serves as one of the critical com-
ponents of the attractiveness of company for investors. Be-
sides, it creates favorable conditions for access to the in-
ternational capital markets and, in case of the U.S. securi-
ties markets after the Sarbanes-Oxley Act was enacted, it 
becomes one of mandatory requirements to issuers [6]. 

To implement efficient tactical and strategic control 
stimuli modern telecom market agents must implement 
technological innovations, they should act boldly and be-
yond the conventional thinking, which increases the risks. 

In the recent years risk management has become  
common practice for major telecommunication companies 
worldwide. British Telecom, France Telecom, Telenor and 
other companies pay more attention to integrated risk 
management systems that cover the entire enterprise (En-
terprise Risk Management). Such systems provide for 
management and minimization of not only financial, cur-
rency and investment risks, but also enable their customers 
to control non-financial or operational risks. 

As investors pay more attention than ever to this as-
pect, telecom companies have to search actively for new 
ways for stable generation of income, new ways for 
achievement of sound financial results. 

It is unlikely to observe income growth resulting from 
technology advances or drastic increase of customers  ac-
tivity in foreseeable future. Income growth can be 
achieved only through advances in such fundamental 
venues of risk-adjusted cost-efficiency improvement as: 

- improvement of clients loyalty and retaining of en-
terprise efficiency;  

- generation of maximum profit based on relations 
with each customer;  

- development of more efficient and dynamic busi-
ness processes with minimization of operational risks;  

- determination of business profile potentials based 
on assessment of capital under risk using results based on 
adequate and correct indicators of the business operation;  

- framing the entire activities of the company in the 
common strategic vectors based on the integrated risk 
management system.  

If the modern business environment does not give tel-
ecom companies any reason to hope for significant 
growth of profit on the account of conventional techno-
logical advances or for a rapid growth of customer s ac-
tivity, it should be achieved in different way. For in-
stance, implementation of efficient schemes for retaining 
the existing subscribers and attraction of new ones, get-
ting maximum benefits from relations with each clients, 
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optimizing of advanced business processes, running 
highly efficient marketing campaigns. 

As we have noted above, all risks of telecom compa-
nies can be differentiated under the following categories:  

- operational risks related to the operational activity, 
performance of business processes functions;  

- financial risks associated with the financial activity;  
- strategic risks that arise in the course of the compa-

ny strategy defining, developing and implementing.  
In our preliminary discussion at this point we will 

elaborate to some extent the issue of diagnostics and 
analysis of operational and strategic risks. These are most 
difficult for quantitative determination since they have 
been poorly supported by data and lack of scientifically 
developed methodology.  

Operational risks are variances, off-nominal situa-
tions arising in the course of performance of different 
functions – business processes. The bigger is the compa-
ny and the broader is the list of business processes per-
formed in it, the more urgent becomes the problem of 
risk management system creation, the need for complex 
that would provide diagnostics, risk evaluation and 
measures employed for their mitigation.  

Rather high risks in telecom companies are specific 
feature of operational risks management with  heavy op-
erational losses caused by such factors as: 

- wrong directing of messages; 
- internal and external frauds; 
- billing errors; 
- introduction of new rates and products; 
- imperfections in business processes; 
- incomplete or erroneous call detail records (CDR).  
Analysis of recent researches. According to Analyt-

ics Research assessment 104 telecom operators world-
wide have the losses due to operational risks that  alone 
make up to 11.6% of the annual turnover.  

Deeper analysis shows that the operational risk in-
cludes four main risk subcategories grouped by the 
source of losses. 

Business processes risk is the risk of losses related to 
deficiencies of business operations or failures to observe 
the adopted technology for these operations, including 
sales of services, billing and payments, control and re-
porting, management, etc. 

System risk is the risk of losses related to deficiencies 
or faults in computer exploiting or telecommunication 
systems, software or potential inadequacy of these sys-
tems and software. 

Personnel risk is the risk of losses related to inten-
tional or inadvertent errors made by the personnel and 
caused by lack of integrity or negligence, poor skills, in-
sufficient or unstable manpower or criminal behavior. 

External risk is the risk of losses caused by external 
events: frauds, unauthorized activities, changes in state 
administration, changes in legislation, tax regulations, 
social factors, natural disasters, etc.  

Trying to move further in the analysis we will select 
the entire multitude or operational risk events such ones, 
for example, as external operational risks related to fraud 
and unauthorized activities and discuss them in detail. 

Deeper analysis in this direction shows rather complex 
network of potential threats for stable operation of telecom 
companies. By acting in such a manner it is interesting to 
track down the financial and economic component of the 
problem. The following statistics help to understand the scale 
of the problem. It turns out that 20 billion dollars are the 
damage made to the telecom operators by fraudulent activi-
ties. Expensive international calls make up to 80% of all 
fraudulent calls while 20% of such calls are made locally [7]. 

More often the operators face frauds done by individu-
als or even companies. According to experts  assessments 
fraudulent calls take from 10 to 30% of the operators' traf-
fic. For the last two-three years the number of fraud related 
crimes in phone networks dramatically increased. Accord-
ing to “C” Administration of the Russian Ministry of Inte-
rior Affairs only for 9 months of 2004 more than 10.200 
crimes were committed in the area of telecommunications 
while in the 2003 their number were 10.900 [7].   

Cases of fraud affect both operators and subscribers 
of telecommunication services. Rapid development of the 
Internet, implementation of new interfaces into the 
shared telephone networks equipment has created new 
sources of potential threat for telecommunication sys-
tems. In this case special role shall be assigned to securi-
ty of the Common Channel Signaling CCS7 that con-
nects most built networks which use different technolo-
gies, but do not have embedded security functions. What 
can be done to fight against such a serious threat? 

The growing number of access weak points among 
networks increases potential safety breaches and net-
works become more vulnerable to external attacks. For 
example, if a connection route has at least one IP seg-
ment, all networks involved in the connection, including 
CCS7, are at danger of hacking. 

From the CCS7 safety assurance standpoint the 
threats can be caused by both inadvertent and intentional 
offences. Inadvertent offences can result in overload or 
spontaneous propagation of errors. Intentional activities: 
masking, data integrity damages or important data moni-
toring and disclosure.  

Three types of threats are identified: unauthorized ac-
cess to resources, overloads and spontaneous propagation 
of errors throughout the network. Hackers often mix at-
tacks of different types with consideration of object spe-
cifics under attacked and the goal of the attack, which 
may result in rather unpleasant and very diverse conse-
quences: interruption of service, refusal in service 
providing, service quality deterioration, equipment over-
load, fraud, traffic disorder and theft. Still there are num-
ber of chances to interception into subscriber data integ-
rity, billing data, content or chats. Besides the evident fi-
nancial losses and damages they are far from being equal 
in terms of liability for financial damages. 

The largest Siberian operator of Rostelecom reported 
[8] that it had equipped its network with multi-tier pro-
tection system that protects the company s servers and its 
subscribers from viruses and hackers. This equipment is 
designed for integrated protection of data processing cen-
ters, in particular – for protection of billing data and per-
sonal information of the company s subscribers.  
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The system is based on StoneGate solutions and em-
ploys Symantec products and software tools ArcSight; it 
provides integrated protection of data during its transmis-
sion and backup recording at the rate of up to 20Gb/s.  The 
solution includes: protection against external threats, subsys-
tems for network anomalies detection, preclusion of intru-
sions on the level of individual units, vulnerability analysis 
and multi-stage antivirus protection with centralized control. 

 These subsystems, in turn, are closely linked to the 
monitoring system developed by ArcSight and “capaci-
tates a prompt respond to safety-related issues”.  

 The Siberian operator does not disclose the cost of out-
fitting its entire system with this multi-tier protection, but it 
admits that its employees have to deal with attempts to 
crack company services all the time and these illegal activi-
ties include both direct breach attempts and virus attacks. 

Every week the general directorate safety systems 
alone prevent from 300 to 600 thousand attempts to make 
unauthorized connections. The company has recorded all 
kinds of possible attacks, from chain letters to DDoS at-
tacks, i.e. distributed attacks that destroy servers. How-
ever, according to the operator, so far hackers have been 
unable to hack the key systems such as billing. Nonethe-
less, the biggest Siberian operators admit, the share of 
costs for data security is growing. 

“We have to use the most advanced solutions,” explains 
[9] the Head of Information Security and Technical Protec-
tion Unit of the Siberian branch of Open Joint Stock Com-
pany MTS. He says, however, that it is not often that some-
one would try to hack the MTS system directly. “The last 
time such a situation was detected and defeated half a year 
ago.” It is not that the attack intensity is growing, but hack-
ers keep inventing new ways to penetrate closed networks. 
IT security unit experts, on the other hand, when developing 
network protection take account of all potential loopholes in 
the system and fix them. Smaller operators sometimes use 
non-conventional ways to protect their servers. 

Procedures employing control of these risks may in-
volve organizational/economical and engineering/ tech-
nology measures. Engineering/technology measures of-
ten come to development of custom devices to fight the 
threats. 

When developing defense measures, attention must be 
paid to special systems for fraud monitoring that would be 
able to detect frauds in the networks and prevent thefts and 
other illegal activities. One of such systems is monitoring 
system Spider, this system designed in by LONIIS Russia 
and its anti-fraud component Spider FMS . 

Here it shall be noted that recognition of the im-
portance of operational risk management led Rostelecom 
holding to thorough attention to execution of pilot pro-
jects aimed at risk management [7]. 

Rostelecom became the first company in the industry 
that had implemented the pilot project for creation of op-
erational risk management system in the regional branch-
es of the company. As we have already noted (see Sec-
tion 3), implementation of this system resulted in reduc-
tion of risk losses by up to 30%, improvement of man-
ageability and creation of adequate information environ-
ment for efficient decision-making.  

Deployment of such systems in telecom companies 
encounters a lot of difficulties due to a lack or shortage 
of risk management economy analysts who would pos-
sess professional skills for work in conditions of risk pro-
files immanent to telecom companies.   

Qualitative analysis capabilities for risk management 
and, especially, the possibility of modeling different 
functions of the risk management are to a large extent 
driven by the type of the risk to be controlled and the 
method selected to control it. 

Generally, this is a point of special consideration, but we 
do not pursue this goal here, even though we do not think it 
is insignificant. We only note here that operational risk and, 
actually, strategic risk as well are the least susceptible to 
modeling and obtaining reliable qualitative estimates – and 
it is exactly due to the lack of specially arranged statistics. 
Yet, even realizing these facts, telecom companies are 
forced to evaluate operational risks due to urgent business 
reasons, among which the following ones can be named: 

- for organizations participating in security markets 
the very fact of having a department that control risks 
and facilitates their capitalization;  

- damages from competition losses (customers loyalty 
issues); 

- impossibility to meet customers  needs;  
- risks related to development of networks;  
- contractors missing the deadlines;  
- financial deficiency to deal with peak loads.  
Risk diagnostics can be run in the following steps:  
- analysis of consequences of risk event occurrence; 
- cause and effect links analysis for various business 

threats and hazards; 
- analysis of independent risk factors (potential 

threats); 
- analysis of potential interdependences between the 

risk factors. 
In the course of diagnostics data on risk incidents oc-

currence is acquired and analyzed and list of key risks of 
the company that may considerably affect its business is 
compiled. Preliminary qualitative evaluation of risks can 
be achieved based on surveys of experts  opinions and 
questionnaire surveys (point-based or rank-based esti-
mate, development of company risk maps).    

Risk map is graphical and textual description of a 
limited number of company s risks placed in a rectangu-
lar table where one “axis” denotes the magnitude of im-
pact or significance of the risk while the other axis marks 
the probability or frequency of the risk occurrence. Fig. 1 
shows the example of a risk map. 
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On this risk map the probability or frequency is 
mapped on the vertical axis while the impact magnitude or 
significance is marked on the horizontal axis. In this case 
the probability of risk occurrence increases from bottom 
up when moving along the vertical axis and risk impact in-
creases from left to right along the horizontal axis. 

Arabic numbers on the map denote risks that were 
classified by four significance categories and six proba-
bility categories in such a way that one type of risk is re-
lated to each combination of probability and significance. 
This classification that places each risk in a separate rec-
tangle simplifies the priority setting process by showing 
the position of each risk relative to other risks (it im-
proves the efficiency of this method).  

The heavy broken line marks the critical boundary of 
risk tolerance. When identifying critical risks the cases 
(cause and effect chain in processes, events and accumu-
lation of risk factors) that are above this line are the cases 
assumed to be intolerable. When developing a strategy, 
for instance, before this strategy is adopted, it has to be 
understood how to mitigate or transfer the intolerable 
risks, while the risks below this boundary are controlla-
ble in the course of routine operation. Risk significance 
shall be evaluated through empirical rule as the product 
of criticality and probability. 

Risk management quality can be naturally obtained 
and based on whether or not points marked with Arabic 
numerals ‘migrated’ from the top part of the map to the 
bottom part (fig. 2). 

At the next stage to proceed to more developed and 
more reliable forms of quantitative analysis data on loss-
es shall be stored in data banks of special structure and, 
hopefully, this data will be subjected to systematic math-
ematical/statistical processing. 
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Fig. 2. Potential trajectories for the company risk 
background based on results of risk management 

 
It would be reasonable to ask what toolset should be 

like for efficient management of operational risks. To an-
swer this question it is necessary to clarify the economic 
nature of randomly occurring operational expenses. Ex-
pected and unexpected losses should be recorded through 
well-established procedures of statistical control; these 
losses are factors based on historical data on losses.  
Losses that are responsible for crises (excess losses) are 
amounts which are bigger than unexpected losses. A le-
gitimate question can be raised on the size of capital re-
quired to cover the risks – the total amount of finance 
needed to cover unexpected losses. It should be noted 
that in this context it is an interesting purely mathemati-

cal problem and good approaches have already been 
found to solve it correctly.  

Capital sufficiency to cover operational losses de-
pends on the size of capital that can be safely withdrawn 
and it should be determined using both economic consid-
erations and regulatory requirements. We do not know 
the main part of questions on capital sufficiency regula-
tions for the RF telecom companies. Economic consider-
ations lead to application of such methods [7] as:  

- basic indicator ( -indicator) and 
- standard approach ( -indicators by business pro-

cesses elements), scenario-based approach. 
The most advanced area in the quantitative operation-

al risk management is the financial institutions sector, in 
particular – banking. For these companies simulation is-
sues have been elaborated fairly well and in rather rich 
regulatory environment. 

The nature of the operational risk profile generally is 
independent or, rather, not strongly dependent on what 
industry the enterprise belongs to, so the positive experi-
ence gained there should be applied in new or different 
disciplines. 

The advanced approach [8] to computation of capital 
to be reserved for operational risks coverage requires 
banks to create databases that would reflect operational 
losses. And this is reasonable. The western banking 
communities have opportunities to approach external da-
ta providers who would supply information on risk 
events and who create operational losses data arrays; the 
banks can subscribe to these databases and obtain data in 
volumes required for reliable assessments.    

This brings up the need to develop the model of oper-
ational losses with heterogeneous data and to incorporate 
them into integrated model through consolidated samples 
of operational losses, each containing data that exceeds 
different thresholds. No less important is to analyze 
model parameters susceptibility to thresholds variations. 

In situations where the acquired statistics on opera-
tional losses is sufficient one can proceed to computation 
of more advanced risk measures.  

One of the most popular simulations of risk measure 
is VaR (Value-at-Risk). This is how it can be defined. 
Let X be operational losses in N days. These losses are a 
random variable and depend on a number of different 
factors in the period of N days. The value q = VaR (X) 
is a quantile of level  of a random variable  X distribu-
tion, i.e. the probability of X being no greater than q is 
0.01  (here  is measured in percent). Once VaR is cal-
culated, we can make statements like: “We are  % con-
fident that we won't lose more than q in next N days” 
(fig. 3).  

Quite a few works have been dedicated to VaR com-
putation methodology [7–8]. Not only this method is 
used by traders and portfolio managers, but also by regu-
latory agencies. For example, in the USA regulatory 
agencies require the banks to have a surplus in the 
amount of 3 times the 10-day 99% VaR as an allowance 
for the market risks. 

Despite its popularity VaR is not free from considera-
ble shortcomings.  

Impact magnitude 

Probab
ility 
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First, VaR does not take into account potential heavy 
losses that may take place at low probabilities (less than 
1-0.01α). 

 

 
 

Fig. 3. Determination of VaR value 
 

Second, VaR cannot distinguish between different 
types of loss distribution tails and, therefore, underesti-
mates the risk in case the distribution has ‘heavy tails’ 
(i.e. its density drops slowly).   

Third, VaR is not coherent measure; in particular, it 
does not possess the subadditive property. Examples can 
be shown where portfolio VaR is greater than sum of two 
VaRs of two subportfolios it consists of. This does not 
make sense. In fact, if the risk measure is viewed as a 
size of capital reserved to cover the market risk, then to 
cover the risk of the entire portfolio there is no need to 
reserve more than a sum of reserves of sub-portfolios the 
whole portfolio is composed of.   

Identification of the unsolved part of the overall 
problem. As it was noted above (see section 3) a great 
deal of interest to operational risks measurement and 
control has been observed lately in the telecommunica-
tion services sector. This concern is related to introduc-
tion of a few regulatory recommendations in the area of 
corporate management and evaluation of capital suffi-
ciency to cover operational risks. 

Apart from market, credit or insurance risks, which 
are covered with usually assigned finances in most cases 
companies suffer financially from operational risk that is 
usually not backed up with reserve capital. 

Development of models arouses for more adequate 
definition of operational risk that would be based not on 
sources of losses (see section 2), but rather on the pro-
files of business activities of the company. Then the op-
erational risk can be defined as the risk of direct or indi-
rect losses caused by errors or imperfections of process-
es, systems in the organization, personnel mistakes or in-
sufficient skills or by unfavorable external events of non-
financial nature, such as frauds or natural disasters.   

Operational risks have their unique features and spe-
cifics of dealing with them in development of models. 
The features of operational risks in this context can be 
presented as follows.  

1. Operational risks are internal by their nature, so 
they are different in each company. They also depend on 
technologies, processes, organization, personnel and 
company culture, in contrast with the market, credit and 
insurance risks that are the result mostly from external 
factors.   

Evaluation of  the operational risk requires to collect 
data that is specific for the company. It should be noted 
that most companies do not have long histories or relevant 
data. In the banking sector industry data is often used but it 
may turn out that the data is not quite applicable. 

2. Operational risks change dynamically and continu-
ously, driven by strategy, business processes, technolo-
gies in place and competitive environment. Even the in-
ternal historical data of any company may not provide 
precise indicators of the current and future risks.  

3. The most cost-efficient risk mitigation strategies 
include changes in business processes, technology, or-
ganization and personnel. It is necessary to work out the 
approach to simulation that would allow measuring the 
impact on operational decision. For instance, “how oper-
ating risks would change if the company starts selling its 
products through the Internet?” 

As it has been noted above the operational risks are 
the most difficult ones for quantitative analysis since rel-
evant statistical data has been quite poor.  Western tele-
communication service providers are capable of full im-
plementation of quantitative risk management only due 
to systematic collection of databases on operational loss-
es and opportunities for accessing such databases main-
tained by other firms working in the same industry.   

Russian companies only begin creating such data-
bases, at best. It should be noted though that a great deal 
of information on threats and dangers to information and 
telecommunication business is kept by the top manage-
ment who are experts in these companies and one should 
figure out how to painlessly extract that data from there 
for the benefit of the task on hand. 

Operational risks can be simulated using Bayesian 
neural networks that use causal network developed on 
the bases of conditional probabilities. 

A Bayesian network is the statistical method for de-
scription of patterns in data. Based on initial information 
that databases contain, a model is built as a network 
where the set of vertices describes events while the edges 
are interpreted as causal links between the events.   

Bayesian probabilistic methods employed in machine 
learning are significant steps forward in comparison with 
popular “black box” models. These networks provide 
clear explanations of their conclusions, they allow logical 
interpretation and modification of the problem variables 
of structural relations and open ways for explicit inclu-
sion of prior experience of experts. 

Due to smart representation in the form of graphs 
Bayesian networks are very useful in applications.  

Bayesian networks are based on fundamental points 
and results of the probability theory that have been under 
development for a few centuries, which is the corner-
stone of their practical success.   

Reduction of joint distribution of probabilities in the 
form of product of conditional probabilities that depend 
on a small number of variables allow avoiding “combina-
torial explosions” in modeling.  

Bayesian networks are based on the Bayes probability 
theory for determination of posterior probabilities of 
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pairs of mutually exclusive events  Yi through their prior 
probabilities.  
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Cause-and-effect models help to explain the origins of 

losses and evaluate losses that take place in the course of 
business processes. The primary advantages of Bayesian 
networks in financial analysis are the capability to take in-
to account both qualitative and quantitative market indica-
tors, dynamic input of new data and explicit dependencies 
between important factors that affect financial results.  

Detailed analysis of possibilities for modeling Bayes-
ian networks as a tool for evaluation of operational risks 
can be efficient for obtaining not only qualitative but also 
quantitative results of assessment of the risk component 
of telecommunication business.  

Development and implementation of risk manage-
ment systems has become standard procedure and not on-
ly for global leaders in telecommunication who have 
been using risk management systems, such as British 
Telecom, France Telecom, Deutsche Telekom, Telecom 
Italia, AT&T, NTT, Vodafone, Sprint, but also for a 
number of domestic telecommunication companies. 

However, looking at these solutions it can be noted 
that their functionality is aimed either at automation of 
the Sarbanes-Oxley Act requirements (which is im-
portant for our operators, especially those who partici-
pate in securities markets) or at assessment of specific 
risks (mostly in the financial sector).  

Executives on Russian companies, such as System 
Telecom, VympelCom, MegaFon, Comstar-ORS and 
some others already see both tangible and intangible 
benefits from implementation of risk management: 

- stronger market position;  
- company image improvement;  
- better customer loyalty; 
- operator income growth;  
- OPEX reduction; 
- improvement of liquidity and credit capacity. 
Some companies of Svyasinvest holding already 

started implementing certain elements of their risk man-
agement system.  

For example, Telecom companies operating in Sibe-
ria and the Southern region perform identification, evalu-
ation and ranking of operational risks and have plans to 
run measures for risk mitigation and to arrange control 
over this process. Pilot projects commenced in two inter-
regional companies of Rostelecom have been predomi-
nantly oriented at operational risks management in the 
enterprises. 

When creating the risk management system the com-
panies conducted diagnostics that covered 14 functional 
areas of business activities and described their business 
processes (about 400 in each of the two companies). 
Then a three-ties risk management system was shaped 
out. Out of 1.500 risks diagnosed in the course of the 
project 200 were recognized as significant [3–6].   

First procedures and regulations for risk management 
have been developed and risk management teams have 
been formed; the risk losses (related to the parameters 
under evaluation) have been cut by 30% in average, 
while the corporate management rating jumped up to two 
points. Furthermore, Rostelecom implemented the finan-
cial reporting risk management system based on the re-
quirements imposed by the Sarbanes-Oxley Act. 

A specialized department has been created in MTS. It 
is responsible for large-scale income management system 
and this system is designed to  achieve maximum profit-
ability of the business with detailed consideration of 
growth priorities, minimization and prevention of finan-
cial losses from errors in the areas of technology and 
business processes, reduction of losses caused by fraudu-
lent offences of subscribers and partners. 

Pochta Rossii (Russian Postal Service) has  complex 
multi-tier structure that includes 40.000 offices in all parts of 
the country. Its risk and insurance management department 
describes operational activities, gives their evaluation, con-
trols insurance, monitors events, provides analysis of assets 
operation, risks to counterparties and losses from frauds.  

Conclusions and outlook of the development in 
this area. The results of the study suggest the following. 
Specifics of information and telecommunication sector 
are focused on risk management, the risk profile and op-
portunities to manage risks in systematic mode. It has 
been determined when and how qualitative and quantita-
tive risk management is possible, what methods and 
measures of risk are, what prospective opportunities for 
simulation of risk situations are available. The review of 
risk management practice in telecommunications both in 
Russia and abroad reveals trend toward integration of 
risk management functions and automation of these func-
tions in order to build single monitoring simulation and 
metering complex with the core consisting of Bayesian 
technologies that support decision-making. This compu-
tational architecture will provide preventive risk man-
agement in telecommunication companies. 
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